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SUMMARY 

AIOLIA deliverable 2.2 contains a selec�on of ethical principles and values in rela�on to the use cases 
and research areas in the project (see sec�on “Selec�on tables”). The selec�on of the most relevant 
principles is in rela�on to use cases from EU partners. Interna�onal partners were tasked to select the 
ethical principles in rela�on to their own use cases, drawing upon either domes�c instruments touching 
upon the ethics of AI, both so� law and legisla�on or by drawing upon interna�onal instruments. In 
turn, the selec�on of ethical principles in rela�on to the research areas was conducted through a 
synthesis of the main ethical concerns iden�fied in rela�on to how those research areas were used in 
the specific use cases. The deliverable will inform the values that will form part of the co-crea�on 
process to opera�onalise AI ethics guidelines in work package 3. 

The deliverable begins with a literature review on the main ethical principles and values in rela�on to 
AI ethics, drawing from the rich literature on this space. The report then elaborates on the use cases 
and research areas. The review drew upon legisla�ve instruments, ethics documents and research 
ar�cles on AI ethics in general as well as in rela�on to ethical issues iden�fied within specific use cases 
and research areas. The selec�on of the most relevant ethical principles and values in rela�on to EU 
partners’ use cases is then presented, followed by the most relevant ethical principles and values on 
the specific research areas. The selec�on was also complemented and informed by the findings in two 
surveys – one sent to AIOLIA partners (internal survey) and one sent to networks and the AIOLIA 
Scien�fic Advisory Board (external survey). The last part elaborates on the ethical principles and values 
chosen by the interna�onal partners in rela�on to their use cases.  
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1. Introduc�on 

a. AIOLIA background and overview 

Ar�ficial intelligence (AI) is increasingly diffused and deployed in society, in private, professional and 
public domains alike. Alongside this, ethical principles and values in rela�on to AI are also prolifera�ng 
around the world as an atempt to guide the proper design, tes�ng and deployment of AI systems. 
Certain ethical principles and values are also being concre�sed through legisla�on in different parts of 
the world, such as within the European Union, China, India and South Korea. At the same �me, even 
with increased prolifera�on, opera�onalisa�on of these ethical principles and values remain 
challenging – as companies, public authori�es and individuals designing and deploying AI fail to 
adequately understand or translate the principles into prac�ce.  

AIOLIA brings together both European and interna�onal groups of AI prac��oners working on AI 
systems that impact human cogni�on and behaviour to engage in a co-crea�on process to 
opera�onalise AI ethics in prac�ce. Academic partners who research on different aspects of AI ethics 
are brought together with industrial partners who deploy AI technologies, in this co-crea�on process, 
ensuring that the theory and prac�ce of AI ethics move in lock-step. This process involves the co-
crea�on of AI ethics guidelines in context, moving botom-up from specific use cases, defined as the 
use of AI within specific domains, such as AI for recruitment, to selected AI research areas – defined 
here as AI sub-fields, such as decision-support systems or image recogni�on (see sec�on 2.c).  

As AIOLIA focuses on the impacts of AI on human cogni�on and behaviour, the use cases selected will 
reflect on the challenges that AI introduces in private and professional behaviours.  The ethical 
principles that are selected will help to navigate these challenges.  

CEPS is tasked under task 2.2 to select the most relevant ethical principles in rela�on to the use cases 
chosen by the European industrial and academic partners. In addi�on, interna�onal partners in AIOLIA 
are tasked to select their own use cases, in consulta�on with domes�c industrial partners, and the 
most relevant ethical principles in rela�on to each. The use cases chosen by European partners for 
AIOLIA are: 

i. Medical doctors (radiologists, surgeons) using AI tools in diagnos�cs and treatment  
ii. Safety engineers using AI tools to speed up so�ware release approvals 

iii. Recruiters using AI tools in hiring processes 
iv. Security professionals using AI tools to detect hate speech 
v. AI systems as personal and family virtual assistants 

vi. Deepfake AI-based psychotherapy for processing trauma and grief 
 

The use cases chosen by the interna�onal partners for AIOLIA are as follows: 

vii. Workplaces equipped with AI tools for behavioural analysis 
viii. AI systems for smart elderly care  

ix. AI systems as personal companions assis�ng senior ci�zens 
x. Genera�ve Ghosts and the Grieving Process 

 
In addi�on, AIOLIA will also both examine and opera�onalise ethical principles and values rela�ng to 
research areas. While there are many different AI sub-fields, the research areas in focus for AIOLIA are 
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image recogni�on, general-purpose AI (mul�-modal and including mul�-agent systems), emo�onal AI 
(biometric recogni�on and also emulated empathy) and AI decision-support systems. 

b. Methodology for selec�on of ethical principles and values  
This task employed a rigorous methodology, combining both qualita�ve and quan�ta�ve aspects, in 
selec�ng the most relevant ethical principles and values pertaining to the AIOLIA use cases and 
research areas. The methodology consists of six key elements and while each bears a different weight, 
depending on the use case or research area, the selec�on takes all six elements into account in the 
selec�on of each named area. The methodology consists of the following: scien�fic, ethical and 
procedural soundness, comparability, comprehensiveness and relevance. The overarching 
considera�on that informs all six elements of the methodology is the impact upon human cogni�on 
and behaviour. Each element will be explained in turn.  

1. Scien�fically sound 

This element pertains to the existence of scien�fic research and literature on the relevant principles 
and values in rela�on to AI in general and within specific use cases and research areas in par�cular. This 
takes the form of scien�fic studies conducted in the field of AI ethics, law, moral philosophy, human-
computer interac�on, social robots research and other adjacent fields. In addi�on, the rich field of AI 
ethics and research has helped to concre�se certain key values into ethical guidelines that are adopted 
by both the public and private sectors. These guidelines differ in its granularity, coverage and selec�on 
of values but share the commonality of lack of enforceability. As its name implies, these values and 
principles act as guidelines for ethical behaviour and choices when it comes to designing and deploying 
AI. On the other hand, some ethical principles have been adopted by law, expressed as legal 
requirements to adhere to certain standards. This is notably the case of the recommenda�ons of the 
High-Level Expert Group on AI on the Ethical Guidelines for Trustworthy AI in 2019 which has now been 
reflected in the European Union’s comprehensive legisla�on on AI, the Ar�ficial Intelligence Act (AI Act 
2024). The requirement to embed ethical principles as an obliga�on upon developers and deployers of 
AI systems can found within legisla�ve provisions, such as the requirement for transparency (Art. 50 AI 
Act) or be found as part of technical standards to adhere to, such as the requirements in the AI Act for 
Chapter III, Sec�on 2 rela�ng to high-risk AI.  

Another element that informs scien�fic soundness is that, unlike other fields of scien�fic enquiry such 
as climate change, scien�fic consensus is not required as an indicator of scien�fic soundness. Ethical 
principles and values are by nature contestable and subject to varying and contextual, interpreta�ons. 
The standard adopted here in judging upon scien�fic soundness, is instead the level of engagement by 
the epistemic community rather than consensus. Certain use cases, such as decision support systems 
within recruitment or medicine, have been the subject of many research studies, allowing the project 
to draw upon the rich scien�fic literature in this space. However, AI research is also rapidly developing, 
thus requiring the project to also engage with and refer to emerging literature in rela�on to ethical 
concerns in emerging, albeit lesser researched areas, such as AI companions. To this end, the selec�on 
of the most relevant ethical principles and values for each use case and research area is informed by 
the depth of engagement by the epistemic community within each ver�cal (research area and use 
cases). 

 

2. Ethically sound 
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The second element of the methodology pertains to gauging how ethically sound – in this case, how 
future proof – the chosen principle or value would be for the par�cular use case or research area. 
Ethical soundness, in this sense, is assessed from the level of abstrac�on in connec�on to its alignment 
with European values, such as values in rela�on to European digital regula�on. The future proof 
element is men�oned in Recital 138 of the AI Act in rela�on to legisla�ve measures and in the dra�s of 
the Code of Prac�ce in rela�on to General Purpose AI. Future proofing in rela�on to governance 
measures, including regula�on or ethical principles, means that the target of governance should not 
tether to the technology itself, as technologies such as AI evolve at rapid speed. Being future-proof 
relates to the sustainability of the regula�on or ethical principle even in light of technological change. 
An example of a legisla�ve measure that set out to be future proof is the GDPR as the regula�on relates 
to protec�on of personal data regardless of its method of transfer or processing (e.g. online data or 
physical drives) and is thus technologically neutral. While ethical values may intui�vely seem to be 
future-proof, the benefits brought about by the diffusion of AI in society might challenge this. For 
example, explainability might be sidelined if AI becomes increasingly reliable on a large macro, societal 
level scale (e.g. healthcare benefits, economic produc�vity etc.) and bring about overall u�litarian 
benefits. Further, even as the GDPR is heralded as being future-proof, genera�ve AI, notably through 
using data from the internet as training data and the difficul�es of measuring output accuracy of 
genera�ve AI models, challenges its future-proof quality. The rapid development of AI is challenging 
key conceptual norms which we assumed would hold the test of �me. We acknowledge that the debate 
on AI ethics might look very different 5-10 years from now, especially as the relentless pursuit of 
‘ar�ficial general intelligence’, understood as AI systems that match human levels of intelligence across 
various domains, is well-underway. As such, thinking of the term future-proof in an absolute sense is 
perhaps unwise. AIOLIA instead adopts a more �me-bound approach to future-proofness, limi�ng our 
conceptualisa�on, analysis and opera�onalisa�on of the chosen ethical principles to the �me-bound 
horizon of 5 years. 

3. Procedurally sound 

The third element of the methodology used in the selec�on of the relevant ethical principles and values 
for the use cases and research areas in AIOLIA relate to the feasibility and prac�cality of technically 
implemen�ng the chosen principles in prac�ce. This includes asking whether there is technical capacity 
or capability to opera�onalise the ethical principle, whether there are financial blockages that could 
hinder implementa�on – for example, where opera�onalisa�on of an ethical principle is prohibi�vely 
expensive, whether there are organisa�onal roadblocks – for example, certain levels of secrecy is part 
of opera�onal necessity within law enforcement agencies, which may prevent the full 
opera�onalisa�on of the ethical principle of transparency. However, challenges in opera�onalising 
(certain) ethical principles does not automa�cally discount the principle from being a relevant 
considera�on. This concern has to be weighed against the other elements in the methodology when it 
comes to choosing a relevant principle or value for a given use case or research area. Procedural 
soundness is compa�ble with the existence of contestability over the value or ethical principle. As 
men�oned before, ethical principles are not setled and the use and development of AI will con�nue 
to raise new ethical concerns, reinvigorate old concerns or make intra-value contestability more salient. 
Procedural soundness focuses on the feasibility of implemen�ng an ethical principle or value in prac�ce 
– implementa�on is en�rely consistent with the existence of ethical contestability. 

4. Comprehensiveness 

The fourth element of the methodology touches upon comprehensiveness of the ethical principles or 
values that are considered and those eventually selected. This requires that we examine a wide range 
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of ethical principles and values – including those that have been adopted as part of legisla�ve 
requirements and well as the considera�on of principles and values from different jurisdic�ons, belief 
systems and cultural backgrounds (e.g. European versus non-European). A comprehensive examina�on 
of the array of ethical principles and values ensures representa�on and guards against the dominance 
of certain ethical values over others. While the inclusion of interna�onal partners in AIOLIA is one way 
to ensure comprehensiveness, this methodological approach is similarly applied to values chosen by 
the European partners in the project. Where relevant, the project has referred to research that provides 
for comprehensive overviews – geographically, as well as in rela�on to depth and breadth - of the 
landscape of ethical principles and values relevant to AI.  

5. Comparability 

The fi�h methodological element to mo�vate the selec�on of ethical principles and values for AIOLIA 
is the ability to compare and contrast the content, interpreta�on and opera�onalisa�on of ethical 
principles and values. In considering a comprehensive set of ethical principles, it is also per�nent to 
note that the acceptance, interpreta�on or adop�on of ethical principles and values are not necessarily 
uniform or cohere across geographic areas as these differ according to values, priori�es and reali�es – 
culturally, poli�cally, economically. As such, the selec�on process is guided by intra-value comparability 
(between the same sets of values) by different actors, jurisdic�ons and use cases. An example of 
applying the comparability methodology is the considera�on of ethical principles around real-�me 
remote biometric facial recogni�on. In the AI Act, such a use case is prohibited, barring certain 
excep�ons of its use by law enforcement (Art 5 AI Act). However, real-�me remote biometric facial 
recogni�on can be deployed in other jurisdic�ons, including on account of ensuring the safety and 
security of persons, be it in public or professional (workplace) se�ngs. An interes�ng aspect of 
comparability arises here – wherein, jurisdic�ons can compare the interpreta�ons, uptake, applicability 
and pushback against the deployment of specific AI technologies as well as its ethical jus�fica�ons. The 
compara�ve aspect is in itself a notable research subject but can also cri�cally inform policy and 
governance of AI.  

6. Relevance 

The sixth methodological element is that of relevance. Relevance can be interpreted from different 
perspec�ves – such as how it relates to the use case(s) in ques�on or through how much regulatory or 
policy aten�on it garners or should garner. At the same �me, there can be lack of clarity over how 
par�cular ethical principles can be opera�onalised in a given use case or research area (even while 
admi�ng its importance). An example of the later is the increased aten�on on the ethical challenges 
posed by companion AI, especially the case where chatbots are designed or used for therapy, friendship 
or in�mate companion purposes. The principle of doing no harm to users of such services might be 
obvious, but its opera�onalisa�on can be complicated due to the lack of predictability in rela�on to 
content generated by large language models. While the context of such uses is informed by heightened 
layers of vulnerability (Luna, 2009; Malgieri, 2023), individuals have different psychological make-up 
and while some may benefit from sycophan�c interac�ons with chatbots, others can be detrimentally 
harmed by them. Naviga�ng these uncertain�es is a key relevant concern, especially as these chatbots 
are seeing rapid adop�on and popularity. During this research and selec�on stage, the project does not 
take one singular interpreta�on but leaves this ques�on open – hence the selec�on of the most 
relevant ethical principles and values can draw from these different ways of interpre�ng relevance.  

Impact on human cogni�on and behaviour 



  
 

 

10 
AIOLIA | Deliverable 2.2 

The final methodological considera�on is a cross-cu�ng one, namely that the selec�on of use cases 
and the ethical principles and values pertaining to those use cases should engage with its impact upon 
human cogni�on and behaviour. When it comes to selec�ng the most relevant ethical principles and 
values in rela�on to each use case, the impact on cogni�on and behaviour will be addressed from two 
perspec�ves, namely its impact on professional behaviour, where AI is deployed in professional 
contexts (e.g. recruitment, medicine, security, safety engineering) and its impact on private behaviour 
(e.g. personal companions deployed in individual or family se�ngs). 

c. Method 
Having laid out the methodological considera�ons, the method used for selec�ng the most relevant 
ethical principles and values consists of the following steps: 

1. Comprehensive literature review of ethical principles and values in rela�on to AI (general) and 
specific to use cases and research areas. 

2. Ini�al selec�on by CEPS based on the literature review, a shortlist of most relevant ethical 
principles and values provided by partners and based on consulta�ons with the consor�um 
work package lead. 

3. Design of two surveys, taking into account the methodological considera�ons outlined. 
4. Survey sent to AIOLIA partners (internal survey) in April 2025. 
5. A methodology ques�onnaire sent to interna�onal partners on how and why they selected the 

ethical principles for their respec�ve use cases. 
6. Survey sent to AIOLIA Scien�fic Advisory Board and networks through AIOLIA partners, ERCIM, 

ADRA and EUREC (external survey) in May 2025. 
7. Synthesis of overall responses from both surveys, no�ng overall convergence on values and 

specific concerns raised. 
8. Feedback from the use case partners on the selec�on and number of principles. 
9. Finalisa�on of the selec�on of the most relevant ethical principles and values for the use cases 

and research areas to inform the opera�onal stages (co-crea�on, training) of AIOLIA. 

d. Overview of the landscape of European and interna�onal ethical 
guidelines and principles 

The rapid global development and deployment of ar�ficial intelligence (AI) technologies also ushered 
in a prolifera�on of AI ethics guidelines across academic, ins�tu�onal, and governance domains (Corrêa 
et al., 2023; Hagendorff, 2020). Some of these ethical principles have evolved from guiding aspira�ons 
into binding requirements found within legisla�ve frameworks. The European Union's Ar�ficial 
Intelligence Act (AI Act) is a key example of this, whereby ethical principles put forth by the High Level 
Expert Group on AI in the Ethics Guidelines for Trustworthy AI in 2021 – foregrounding values such as 
transparency, human oversight, and risk mi�ga�on, are now part of the EU AI Act. While the AI Act 
encourages voluntary compliance in low-risk contexts, it mandates stringent requirements for high-risk 
systems, including documenta�on, human oversight, and post-market surveillance. An incen�ve based 
(e.g. regulatory sandbox), co-governance (AI Office and the na�onal supervisory authori�es) and 
puni�ve approach, such as having high fines for viola�ons, balances the twin ambi�ons of the Act - 
namely to encourage innova�on while at the same �me respec�ng fundamental rights.  

Another notable milestone in the development of AI ethics is UNESCO’s 2021 Recommenda�ons on 
the Ethics of AI which was endorsed by all 193 member states. It is the first global norma�ve instrument 
grounded in interna�onal law and centres on human rights, sustainability, diversity, and peace. The 
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framework also promotes inclusion of underrepresented regions, especially in the Global Majority 
(UNESCO, 2021).  Another clear example is the OECD’s AI Principles, which aims to promote inclusive 
growth, transparency, and accountability. In turn, the Council of Europe’s Framework Conven�on on 
AI, Democracy and the Rule of Law is the first transversal, legally binding interna�onal instrument 
which that aims to ensure that AI development and deployment respects human rights, democracy 
and the rule of law. These documents signal a clear norma�ve direc�on interna�onally to take AI and 
ethics seriously and helps to shape policy and guide best prac�ces, especially when regula�on centred 
around AI remain nascent in many parts of the world.  

Furthermore, interna�onal efforts are also being led by the UN. The UN Global Digital Compact (GDC) 
was adopted at the landmark Summit for the Future event in 2024. The UN GDC signalled the 
importance of inclusion and global buy-in towards AI governance, including through ini�a�ves such as 
the Scien�fic Panel on AI and the Global Dialogue on AI Governance. The GDC highlights principles such 
as transparency, accountability, and human rights in developing and deploying AI, signalling a 
significant global development.  AI ethics is thus moving beyond being a theore�cal and academic 
discourse but is increasingly guiding concrete policy and regulatory ac�on. In general, the shi� from 
so� law principles to enforceable regula�on reflects a posi�ve trend in AI governance, where ethical 
principles are transformed into legal requirements and compliance mechanisms. In parallel, certain 
non-binding frameworks have also gained global legi�macy and influence.  

This surge is evident in the meta-analysis of 200 guidelines conducted by Corrêa et al. The document 
reviews ethical guidelines published by diverse actors, including governments, civil society groups, 
companies, and academic ins�tu�ons, offering a detailed overview of the common ethical principles 
and ins�tu�onal and global paterns currently shaping democra�c AI governance. The study thus 
provides a cri�cal snapshot of the field’s current state, as of 2023 (Corrêa et al., 2023).  One of Corrêa 
et al.’s core findings is the significant convergence on specific core values, such as transparency, 
accountability, fairness, privacy and safety within AI ethics guidelines, sugges�ng the emergence of a 
shared norma�ve vocabulary as a founda�on for AI ethics. It iden�fies five key areas of norma�ve 
convergence that offer a founda�on for harmonisa�on. The most cited values are transparency, 
explainability, and auditability, especially among government actors who advocate for public oversight 
and clarity in algorithmic systems. These principles ensure that AI systems are understandable to non-
experts and subject to review. Other convergent core values that were iden�fied include accountability 
(and liability), jus�ce, fairness, and non-discrimina�on and finally, privacy. In turn, values of reliability, 
safety and trustworthiness are typically highlighted by private companies in order to foster public 
confidence and market adop�on (Corrêa et al., 2023).   

These values align with findings from other comprehensive studies on the state of AI ethics (Jobin et 
al., 2019; Hagendorff, 2020), even as differences appear in terms of how values such as reliability or 
trust are framed. Seman�c divergences are also present: key principles such as fairness are defined 
differently across guidelines, crea�ng gaps in implementa�on (Corrêa et al., 2023). Further, fewer than 
2% of guidelines include concrete mechanisms, such as audits or controls, to enforce ethical principles 
and values. This suggests that unless transformed into legisla�ve requirements, the field as a whole 
remains principle-driven but underdeveloped in rela�on to governance infrastructures (Corrêa et al., 
2023).   

Despite these general trends of convergence, there are cri�cal asymmetries that expose structural 
inequali�es in the global AI ethics discourse. 

Key asymmetries highlighted include geopoli�cal, typological, ins�tu�onal and temporal asymmetries. 
First, geopoli�cal asymmetries are present as most AI ethics guidelines originate in the Global North. 
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Despite the emergence of AI powers such as China and emergent actors such as Brazil, their 
contribu�ons remain vastly underrepresented. This limits par�cipa�on in shaping future global norms 
and frameworks, cements power imbalances in AI development and perpetuates a form of 'norma�ve 
colonialism’, where ethical frameworks are based only on Western liberal values, such as individual 
privacy and procedural fairness, while overlooking local governance tradi�ons, collec�ve rights, and 
socio-poli�cal reali�es from the Global Majority.  

Another key asymmetry is typological. Most guidelines offer general principles without specifying tools 
for the implementa�on and only 2% include assessment mechanisms or metrics. Moreover, 4.5% 
suggest legally binding measures, mainly because only governmental ins�tu�ons, represen�ng just 
24% of the dataset, can propose enforceable rules. This gap leads to “ethics washing,” where guidelines 
func�on as so� law serving to protect and advance reputa�onal goals rather than accountability 
(Corrêa et al., 2023). Most ethical guidelines remain non-binding. The overwhelming reliance on so� 
law undermines the transforma�ve poten�al of AI ethics. Instead of serving as enforceable governance 
tools, many guidelines func�on as symbolic declara�ons, lending legi�macy to organisa�ons without 
holding them accountable. This asymmetry aligns allows public and private actors to signal virtue while 
avoiding legal scru�ny (Wagner, 2018). Ethics reinforce reputa�onal capital without disrup�ng exis�ng 
deep power structures. Hagendorff also warned that many frameworks act as public rela�ons (PR) tools 
rather than regulatory instruments (Hagendorff, 2020). Further, cri�cal concerns such as ecological 
sustainability, labour rights, and democra�c governance are o�en neglected.   

Another key asymmetry highlighted was ins�tu�onal asymmetry, wherein private sector stakeholders 
dominate the produc�on of AI ethics guidelines, thus increasing the risk of regulatory capture (Corrêa 
et al., 2023). Gender imbalances are also present, as most of the AI ethics documents are authored by 
men (Hagendorff, 2020).   

Finally, temporal asymmetries also inform the space of AI ethics guidelines. Nearly two-thirds of the 
200 guidelines were published during the ‘AI ethics boom’ between 2016 and 2018 (Corrêa et al., 2023). 
Since then, ac�vity has slowed, sugges�ng that sustained monitoring, revision, or implementa�on has 
not matched early enthusiasm. While this may be the case for some actors and jurisdic�ons, the decline 
might also reflect a matura�on of the field. Many of the previously aspira�onal ethical values are being 
codified into binding legisla�ve instruments, as men�oned, most notably through the European 
Union’s AI Act.  Similarly, technical and guiding standards (such as through ISO or NIST) are gaining 
trac�on among private actors, indica�ng a broader industry buy-in. At the same �me, the decline of 
interest in the field could also reflect deeper tensions in the sphere of AI global governance, as part of 
an ongoing deregulatory agenda. The speech by the US Vice-President JD Vance in the Paris AI Summit 
in February 2025 clearly signalled the push for deregula�ng AI to pursue innova�on and 
compe��veness, seemingly at the cost of fundamental rights and ethics.  

In short, the terrain of AI governance is shi�ing - from aspira�onal prolifera�on to selec�ve 
ins�tu�onalisa�on, alongside compe�ng global visions for how ethics should be opera�onalised in law, 
policy, and prac�ce. As ethical principles become more entrenched in standards and legisla�on, cri�cal 
aten�on is needed to ensure these commitments remain adap�ve, inclusive, and accountable.  

In conclusion, while legal instruments like the EU AI Act and global frameworks such as UNESCO’s 
Recommenda�on mark significant steps forward in codifying ethical principles, cri�cal gaps remain, 
par�cularly in their opera�onalisa�on. As highlighted in the literature, core values such as 
transparency, accountability, and fairness are frequently cited but rarely supported by concrete 
implementa�on tools or mechanisms. Poli�cal misuse, environmental risks, and structural inequali�es, 
especially regarding gender and geographic representa�on, con�nue to be insufficiently addressed. 
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This underscores the urgent need to move from aspira�onal ethics to applied, context-sensi�ve 
prac�ces that are enforceable, inclusive, and adap�ve to technological change. AIOLIA is directly 
posi�oned to address this need. By engaging academic and industrial actors in co-crea�ng ethical 
guidelines grounded in real-world use cases and focusing on AI's behavioural and cogni�ve impacts, 
the project offers a prac�cal model for embedding ethics into the design and deployment of AI systems. 
AIOLIA’s methodology provides a robust framework for opera�onalising, adap�ng and drawing best 
prac�ces from AI ethics. These prac�ces will in turn will be disseminated to wider groups of 
stakeholders through planned trainings and workshops.  

2. Use cases and research areas 
The European academic and industrial partners chose 6 use cases (see table 1): four in the sphere of 
professional behaviour and two in the sphere of personal behaviour. The use of AI impacts upon 
cogni�on in both spheres, with the change in the professional sphere being concre�sed as a change in 
exper�se. Each use case involves one or more AI research areas - namely AI decision-support systems, 
general-purpose AI (GPAI), image recogni�on, and emo�onal AI. An overview is provided in the table 
below. 

 

# Sphere of 
influence 

Use case AI research areas Academic 
partners 

Industrial 
partners 

1 Change in 
human 
exper�se 
and 
professional 
behaviour 

Medical doctors 
(radiologists, surgeons) using 
AI tools in diagnos�cs and 
treatment 

Decision-support 
systems; 
Image recogni�on 

AUMC Oxipit; 
Afliant 

2 Safety engineers using AI 
tools to speed up so�ware 
release approvals 

Decision-support 
systems; 
General-purpose AI 
(GPAI) 

CEA NIT 

3 Recruiters using AI tools in 
hiring processes 

Decision-support 
systems 

CENTRIC E�cas + 
Barcelona 
Ac�va 

4 Security professionals using 
AI tools to detect hate 
speech 

Decision-support 
systems; 
General-purpose AI 
(GPAI) 

CENTRIC NEBRC; South 
Yorkshire 
Police 

5 Change in 
human 
cogni�on 
and private 
behaviour 

AI systems as individual and 
family-level virtual assistants 

General-purpose AI 
(GPAI); 
Emo�onal AI 

THWS Immerstream;
Aurora First 

6 Deepfake therapy for 
processing trauma and grief 

Mul�-modal 
general-purpose AI 
(GPAI); emo�onal 
AI  

AUMC ARQ Centrum 
‘45 
 
 



  
 

 

14 
AIOLIA | Deliverable 2.2 

a. Use cases that impact upon professional behaviour 

Use case 1: Medical doctors (radiologists, surgeons) using AI tools in diagnos�cs 
and treatment 
There are two industrial partners working on two different scenarios for this use case: Oxipit and 
Afliant. Technology-wise, both partners' tools can be categorised as image recogni�on and decision-
support systems. 

Oxipit’s chest x-ray suite looks for 75 most common radiological findings and iden�fies high confidence 
normal chest x-rays. This allows for three applica�ons. The first one is the automa�on of 40% of chest 
x-ray reports, given that the product is CE cer�fied (per MDR - EU Medical Device Regula�on) for 
autonomous repor�ng of high-confidence normals. The second applica�on is speeding up the 
radiological workflow through computer-assisted diagnosis (CAD) func�onality. It iden�fies findings 
and provides ini�al indica�ons along with heatmaps (overlay on chest x-ray image) to locate the 
suggested findings, which the radiologist can consult. Addi�onally, the CAD func�onality can allow 
triage of chest x-rays based on the severity of the findings. The third applica�on of the chest x-ray suite 
is screening the final radiological reports for poten�al misalignment with AI image interpreta�on. This 
serves as a safety net, allowing poten�ally missed findings to be caught. 

Afliant's AI solu�on, on the other hand, supports the treatment of abdominal aor�c aneurysms (AAAs) 
at three key decision points: pre-opera�ve planning, intra-opera�ve execu�on, and post-opera�ve 
follow-up. The AI agent’s scope includes automa�cally extrac�ng morphological features from CT scans 
to populate a planning worksheet (e.g., vessel diameters and lengths, aneurysm characteris�cs), 
sugges�ng procedural details such as the choice of prosthesis and surgical access site, and highligh�ng 
cri�cal vessels in real-�me during surgery (via integra�on in a simulator environment). Post-opera�vely, 
the AI agent aims to predict the likelihood of complica�ons such as endoleaks, guiding clinicians in 
determining pa�ent follow-up schedules. 

This integrated decision-support system is designed to reduce planning �me, enhance procedural 
accuracy, and ra�onalize pa�ent monitoring. Rather than replacing surgeons, the AI tool offers real-
�me, context-aware insights that can help reduce cogni�ve load and improve surgical outcomes. The 
technology is also integrated with a surgical simulator (ANGIO Mentor) which provides beneficial 
training for trainee surgeons. 

Use case 2: Safety engineers using AI tools to speed up so�ware release 
approvals 

The academic partner CEA has partnered with NIT to study the AI use in safety management in the 
automo�ve industry. NIT is conduc�ng a series of consultancy projects for the automo�ve industry, in 
which they are tasked to conduct safety analyses for the automo�ve products. Many automo�ve 
products include hardware and algorithms for autonomous and assisted driving. Safety analyses of 
these products must follow strict guidelines from standards such as ISO 26262 and ISO 21448. In 
rela�on to ISO 21448 – SOTIF (Safety of the Intended Func�onality), poten�al hazards and risks are 
assessed using the System Theore�c Process Analysis (STPA). The STPA has the goal to analyze control 
ac�ons between the system components, iden�fy unsafe control ac�ons and iden�fy whether they can 
lead to loss scenarios (which can cause harm to road users). This analysis is essen�al since its accuracy 
influences the safety-related architecture and safety measures which are needed to make vehicles safe 
for use. 
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The automa�on exis�ng for general so�ware development in CI/CD pipelines is now star�ng to become 
employed for other connected tasks, including for safety analyses and rechecks. NIT is developing AI 
agents which aim to facilitate and speed up the development process involved in STPA. This tool would 
help by giving ini�al sugges�ons on how to conduct the analysis. It would also kick-off the analysis 
based on the general descrip�on of the system architecture and by providing the ini�al list of control 
ac�ons and failure modes. It would also help to assess nearly completed analyses in order to iden�fy 
remaining gaps and suggest fixes. NIT is beginning to deploy this in preliminary studies alongside an 
independent parallel manual process. 

Use case 3: Recruiters using AI tools in hiring processes 
E�cas has worked on audi�ng AI-driven hiring systems, focusing on bias detec�on and fairness in 
algorithmic recruitment. One of its key projects involved Barcelona Ac�va’s hiring process, where the 
goal was to analyse how AI decision support systems assisted in screening and selec�ng candidates. 
Some of these tasks include processing large volumes of candidate data: extrac�ng and analysing 
structured informa�on from CVs, applica�on forms, and interview records to assess qualifica�ons, 
skills, and work experience. This involves parsing unstructured text, matching candidate profiles to job 
descrip�ons, and scoring applicants based on criteria such as educa�onal background, work history, 
and specific skills. 

E�cas' approach included evalua�ng fairness metrics in both the screening and final hiring stages, 
iden�fying protected atributes that could inadvertently act as indicators of gender or ethnicity, and 
comparing candidate distribu�ons to broader popula�on data to assess representa�on dispari�es. 

Use case 4: Security professionals using AI tools to detect hate speech 
Law enforcement authori�es are considering using AI tools that can scan social media content over 
mul�ple pla�orms in real �me to iden�fy and flag online hate speech which incites violence or hatred 
against vulnerable and minority communi�es. Flagged content is raised to a law enforcement officer 
who decides whether to pursue an inves�ga�on into the individual based on specific criteria (e.g. 
incitement to violence or harm, likelihood of harm, past content).  

The AI tools use natural language processing and machine learning algorithms. They are trained on 
large public datasets where content was manually labelled as “hate” or “not hate”. Their capabili�es 
are intended to improve over �me: for example, if an officer deems content as hate and requiring 
inves�ga�on, this classifica�on can be fed back into the system and used for re-training and fine-tuning. 

b. Use cases that impact upon private behaviour 

Use case 5: AI systems as personal and family virtual assistants 
THWS partners have proposed two dis�nct personal companion scenarios. The first involves a one-to-
one virtual assistant, geared toward immersive role-play, where the primary user interacts privately 
with the system first describing the character they want to interact with and then communica�ng with 
this digital character emulated by a large language model. The second focuses on a family-oriented 
assistant that aims to engage with mul�ple individuals, such as parents and children, within a shared 
chat environment. This service aims to help users to trace their preferences and account for them when 
planning joined ac�vi�es, shopping or managing family calendars. The later service is s�ll at an 
idea�on stage as of June 2025. 
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Use case 6: Deepfake AI-based psychotherapy for processing trauma and grief 
In the healthcare context, deepfake technology can be applied within psychotherapy, where AI-
generated hyper-realis�c video footage can be used to simulate conversa�ons with, for instance, a 
realis�c but fabricated representa�on of a deceased loved one (in grief counselling) or a perpetrator of 
trauma (e.g. in treatment of PTSD from sexual violence). The aim is to unlock closure through emo�onal 
processing or confronta�on that would otherwise be impossible in tradi�onal talk therapy, such as 
saying goodbye or confron�ng trauma. Other poten�al applica�ons of deepfakes in healthcare are 
found in projects studying ‘deepfaked’ clinicians giving medical advice, e.g. to improve medica�on 
adherence.  
 
The implementa�on of a deepfake therapeu�c protocol for such trauma treatment is currently being 
further studied. Early reports suggest poten�al therapeu�c value and posi�ve experiences in specific 
cases, but deepfake technology can poten�ally also reconfigure how a therapeu�c interac�on is staged 
and can poten�ally pose numerous ethical challenges.  

c. Research areas 

General-purpose AI 
The AI Act defines a general-purpose AI as an AI model, usually trained with a large amount of data 
using self-supervision at scale, that displays significant generality and is capable of competently 
performing a wide range of dis�nct tasks, and that can be integrated into a variety of downstream 
systems or applica�ons (Art 3(63) AI Act). The large genera�ve AI models behind applica�ons such as 
ChatGPT and Claude are examples of general-purpose AI because they allow for flexible genera�on of 
content, such as in the form of text, audio, images or video, that can readily accommodate a wide range 
of dis�nc�ve tasks. Single modality and mul�-modal models can equally be considered general-
purpose if they are flexible enough. Currently, genera�ve AI technologies are the technologies which 
exhibit enough generality in their capabili�es to be considered general-purpose, and while we use 
these two terms interchangeably in this report, not all genera�ve AI is general-purpose and vice-versa, 
not all GPAI must necessarily be based on genera�ve AI technology (Triguero et al., 2024). 

An AI agent is a so�ware system that executes tasks in an automated way and that uses general-
purpose AI for the decision-making over the control flow. This means that an AI agent is like a virtual 
assistant to a human user: the human user sets a goal and a possible set of ac�ons and the assistant 
then goes on to execute tasks autonomously including taking the decision for what task to take in a 
given moment (Gabriel & Manzini, 2024). Another way to describe an AI agent is that it is a system on 
top of a GPAI model that has access to tools, such that it can not only generate ac�on plans but also 
execute various ac�ons. 

Emo�onal AI 
Emo�onal AI (also known as affec�ve compu�ng) refers to both emo�on recogni�on and emo�on 
emula�on: the capacity to iden�fy, quan�fy, respond to, or simulate affec�ve states such as emo�ons 
and cogni�ve states (IEEE Std. 7014-2024). Techniques used to do emo�on recogni�on include 
sen�ment analysis of online language; facial coding of expressions and eye-tracking via image 
recogni�on algorithms; voice analy�cs; analysis of biometric data such as muscle ac�vity, heart ac�vity 
and respira�on ac�vity via wearables, and others. Emo�on emula�on refers to the ability to imitate 
emo�ons such that their func�ons are closely replicated. For example, a chatbot may be able to console 
users such as by showing care, without itself experiencing any emo�ve or inner states. 
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While emo�onal recogni�on, in terms of using AI to infer emo�ons of natural persons, is prohibited 
within educa�on and workplace ins�tu�ons in the EU AI Act (Art. 5 AI Act), its deployment in other 
environments and use cases are considered as part of high-risk AI in the AI Act, thus requiring both the 
provider and deployer of such systems to comply with a plethora of legal requirements. Furthermore, 
while the prohibi�ons are in place within educa�onal and workplace se�ngs, AI systems that detect 
physical states such as �redness and stress are not prohibited (Recital 18 AI Act). Despite the clear 
stance on emo�onal AI taken in the EU, this technology is not similarly prohibited or considered high 
risk in other jurisdic�ons and can hence be an interes�ng point of comparison for AIOLIA. 

AI decision-support systems 
AI decision-support systems broadly refer to tools or pla�orms which use AI, including machine 
learning and natural language processing, to assist humans in making decisions. Cogni�ve work 
applica�ons include providing informa�on in the form of analysis, predic�ons, recommenda�ons, 
alerts or others; industrial applica�ons include supply chain op�miza�on, energy management, 
predic�ve maintenance, quality control, and produc�on planning (Soori et al., 2024). Under the GDPR, 
one has the right not to be subject to a decision based solely on automated processing, including 
profiling, barring some excep�ons (Art. 22 GDPR). In a similar vein, Art. 14 AI Act requires that those 
deploying AI systems exercise human oversight over high-risk systems within the Act. AI decision-
support systems can feature in mul�-level decision making and can have different levels of 
personalisa�on and explanatory capabili�es (C-634/21 SCHUFA Holding (Scoring)).  

Image recogni�on 
Image recogni�on is the process of iden�fying or extrac�ng objects or features from a digital image. 
The process involves training a machine learning model to learn relevant features from sample images 
to be able to iden�fy these features in new images. It o�en uses techniques such as convolu�onal 
neural networks (CNNs) to detect paterns like shapes, textures, or colours. Image recogni�on is widely 
used in applica�ons such as facial recogni�on, medical imaging, autonomous vehicles, and quality 
inspec�on in manufacturing. 

3. Selec�on of ethical principles and values  

This sec�on will broadly define the values that were considered across the use cases. The relevant 
principles will then be raised and discussed per�nent to each use case. We will first mo�vate an ini�al 
selec�on of values based on the literature review, concre�se their implica�ons, present the survey 
responses, and explain how the values were integrated into a final selec�on. Following this, we will 
discuss the selec�on of principles for the research areas. The numbers below do not imply a hierarchy, 
it is sorted in this manner only for purposes of presenta�onal coherence. As men�oned, the judgement 
of the suitability of the principles cannot be evaluated on its own but will always be �ed to a given 
context. 

a. Considered ethical principles and values (defini�ons and tensions) 
1. Autonomy and non-manipula�on 

The principle of autonomy, derived from moral and poli�cal philosophy, relates to a ‘capacity to be 
one’s own person, to live one’s life according to reasons and mo�ves that are taken as one’s own and 
not the product of manipula�ve or distor�ng external forces.’ (Christman, 2020). Personal autonomy 
thus relates to the ability to be a self-governing agent, one that is able to take informed decisions and 
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make free choices (Buss & Westlund, 2018). An AI system that respects human autonomy should 
support and complement the exercise of this autonomy, including being designed to support human 
decision-making and not to take decisions on behalf of the individual. 

Manipula�on and other forms of decep�on can infringe this autonomy, whereby one’s ac�ons are no 
longer ‘self-governed’, but controlled, shaped or dictated by others. AI-enabled influence that amounts 
to decep�on or manipula�on directly threatens autonomy when it causes an individual to take an 
ac�on they would otherwise not have taken (Susser et al., 2019). AI-enabled manipula�on can be 
hidden and therefore difficult for individuals to detect or resist, especially when content is personalised 
according to individual relevance and interests. It is also a threat to well-being if said forms of 
manipula�on lead to harms – in the physical, psychological or economic senses. A respect for autonomy 
also means that individual vulnerabili�es – such as based on condi�ons of age, disability or socio-
economic condi�ons, should not be exploited for the benefit of others. (Art 5.1.b AI Act, Recital 29 AI 
Act).  

Manipula�on can be inten�onal, when a specific AI model is designed to be manipula�ve, or 
uninten�onal, where it ends up having manipula�ve effects upon users (Art. 5.1.a AI Act). The later 
includes unintended consequences due to the inherent limita�ons of the training paradigm, the 
unpredictability of outputs due to sta�s�cal probability and the difficulty of aligning the system with 
human values (Amodei et al., 2017).  AI that is manipula�ve, decep�ve and exploita�ve (of certain 
grounds) are prohibited under the EU AI Act (Ar�cle 5.1.a; Ar�cle 5.1.b)). However, the line between 
acceptable influence that complements and enhances autonomy versus influence through nudging, 
persuasion, or through the deployment of increasingly anthropomorphic AI that causes (over) 
dependence and therein poten�ally manipula�ve, are far from clear (Commission Guidelines on 
Prohibited AI, 2025) and should be assessed on a case to case basis. 

2. Human oversight 

Human oversight is an important ethical principle in rela�on to the development and deployment of 
AI systems. The EU High-Level Expert Group on Trustworthy AI listed human oversight as one of the key 
requirements for trustworthy AI, ensuring meaningful human agency and oversight to avoid 
automa�on bias and to safeguard fundamental rights. The principle of human oversight is also 
foregrounded on account of the varying degrees of autonomy that an AI system can display (Art. 3 AI 
Act): while it is designed to have some degree of independence of ac�ons from human involvement 
and of capabili�es to operate without human interven�on (Recital 23 AI Act), these should be 
constrained in propor�on to the risks. Addi�onally, oversight is important due to the so-called ‘black-
box’ nature of certain AI systems that use deep learning techniques, whereby how decisions or 
recommenda�ons are generated can be unclear to both designers and end-users. 

The principle ensures that AI systems work as intended and is also broadly related to the principle of 
non-maleficence: ensuring AI use does not do harm. Both these elements can be opera�onalised in 
prac�ce by having robust risk management prac�ces in place (Art 9 AI Act) and ensuring a human is 
present and involved in different levels and/or different stages of the AI life cycle, e.g. it can relate to 
model development, system use and monitoring. While having a human-in-the-loop—the capability to 
intervene in every decision cycle of the system (European Commission, 2020), is a well-known measure 
of ensuring human oversight, oversight prac�ces are much wider and can include tests, monitoring, 
audits and assessments by internal units, customers, users, independent third par�es or governmental 
en��es (Jobin et al., 2019). Oversight ensures that accountability and responsibility can always be 
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atributed to humans or legal en��es, including in terms of enabling meaningful access to remedy 
(UNESCO, 2021). 

3. Human dignity 

Human dignity is a founda�onal value that informs the interna�onal human rights law framework and 
one of the key values in the EU. In addi�on to this founda�onal understanding of human dignity that is 
traced to the inherent worth of the human being, human dignity is also both a fundamental right under 
the EU Charter of Fundamental Rights and an ethical value (McCrudden, 2008). Since it traces to the 
worth that is considered to be inherent in every human, respect for human dignity straigh�orwardly 
entails that one’s right to life, physical and mental integrity, and the prohibi�on of torture or degrading 
treatment is respected (European Union, 2010).  The respect for human dignity can also mean respect 
for the dis�nc�ve quali�es of being human compared to non-human animals, including the capaci�es 
of reasoning, ra�onality and autonomous decision-making. However, the term human dignity has been 
subjected to stringent cri�cism on account of its lack of specificity (Pinker, 2008), including seemingly 
enabling contras�ng posi�ons to appeal to the same human dignity argument (Rueda et. al., 2025). Its 
wide defini�onal ambit also means that it might be difficult for the principle to be opera�onalised. At 
the same �me, human dignity remains a compelling principle, typically invoked when some no�on of 
human uniqueness or worth is deemed to be under threat. While admi�ng the amorphous nature of 
the term, its embeddedness in legal instruments mean that some degree of specificity has been 
introduced through case law and legal interpreta�on (McCrudden, 2008). This is also the case in 
rela�on how human dignity can be interpreted in rela�on to AI (Teo, 2023). 

Human dignity has been named as one of the key factors behind the prohibited category of AI systems 
in the EU AI Act (Commission Guidelines, 2025). In rela�on to opera�onalising the protec�on of human 
dignity, we can think of, among others, that the development and deployment of AI should take into 
account the fact that human life and experience are inherently complex, subjec�ve and at �mes 
irreducible to data. When datafying certain aspects of human life, especially emo�ons, care should be 
taken to ensure that this principle is respected, including enabling the individual to challenge the 
inference, recommenda�on or decision of the AI system (IEEE Std. 7014-2024). Certain uses of emo�on 
recogni�on systems have been deemed to be such an affront to human dignity and fundamental rights 
that these are prohibited in the EU (Art 5.1.f AI Act). 

4. Non-maleficence 

Non-maleficence is a core principle derived from the field of medical ethics and is about the avoidance 
of harm. However, a key dis�nc�on in rela�on to perspec�ves is essen�al when dis�nguishing its use 
in medical ethics and in rela�on to AI ethics. From the perspec�ve of medical ethics, the term non-
maleficence relates to a pa�ent that has departed from the norm of good health. Opera�onalising non-
maleficence from this perspec�ve thus entails returning the pa�ent to this norm. This background 
assump�on is however not present in AI ethics and neither is the goal of AI ethics concerned with the 
atainment of an ideal state. Thus, non-maleficence in rela�on to AI ethics should be informed by this 
dis�nc�on. 

One way to opera�onalise the concept in rela�on to AI is to ensure that AI systems should not cause 
bodily harms or emo�onal harms to humans (Ryan & Stahl, 2021). Emo�onal harms include 
psychological harms, for example in the context of companion AI applica�ons, as well as bodily harm, 
such as being encouraged to carry out forms of self-harm or inflic�ng harm to others by or through the 
use of AI. The principle does not only apply to AI in deployment but also in development, especially the 
process of labelling training data or training with human feedback. 
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While this principle can be more directly opera�onalised in the medical context and in the context of 
predic�ve processing tools, in the sense that a physician should do no harm to pa�ents, the rise of 
genera�ve AI development and adop�on, underlines the generality of the principle across applica�ons 
and present new challenges such as cyber-security or alignment (Hagendorff, 2024). One key manner 
this principle can be opera�onalised includes the adop�on of risk management and safety prac�ces 
throughout the AI lifecycle: in design, development and deployment, such as what is mandated by the 
AI Act for high-risk AI systems (Art. 9 AI Act) and for general purpose AI posing systemic risks. This 
includes ensuring appropriate red-teaming measures and pu�ng guard rails in place, such as for large 
language models to refuse to engage in or encouraging harmful behaviours. 

5. Robustness, reliability and safety 

In the Ethics Guidelines for Trustworthy AI, the EU High Level Expert Group on AI emphasised that 
technical robustness and safety are not merely technical measures but also feature as ethical 
considera�ons. The Group noted that that this should include resilience measures against atacks, 
pu�ng in place fallback plans and general safety considera�ons. A key element of the ethical principles 
on robustness, reliability and safety relate to the requirement for the outputs of AI systems to be 
accurate and work reliably and as intended, not only during training or tes�ng but throughout the 
en�re life cycle. However, the principles can be differen�ally applied depending on the AI system. An 
image recogni�on system for medical usage needs to be robust, safe and reliable, but a chatbot 
prompted to generate poems or other crea�ve outputs need not be robust in the same manner. 

The principles relate to harm minimisa�on and preven�on, where possible, via risk management 
prac�ces including con�nuous assessment and monitoring (European Commission, 2020; OECD, 2024, 
NIST, 2023). Safety also requires that the AI system used should be resilient against adversarial ac�ons 
such as cybersecurity atacks. A proper considera�on and opera�onalisa�on of the ethical principles 
means to ensure not only individual physical safety for the users of the system, for example, in self-
driving cars, but also the cybersecurity risks that may be present, such as possible risks of hacking and 
the resilience of inter-connected systems that can surface vulnerabili�es.   

The link between reliability and accuracy is equally important. The ethical significance of accuracy is 
two-fold. Firstly, the developers and deployers should acknowledge the probabilis�c nature of AI 
outputs and the inherent impossibility for AI outcomes to be error-free. This means se�ng the right 
expecta�ons for the users and subjects of the technology. Secondly, the limita�ons in accuracy and 
performance—not as development flaws but in terms of the state-of-the-art—must inform cost-benefit 
analysis and acceptable risk thresholds in risk management frameworks. Consequently, the ethical 
considera�on of the accuracy, and therein, reliability, of a technology can lead to a decision to not 
deploy the system. 

6. Privacy and data protec�on 

Privacy is one of EU's fundamental rights, and since the GDPR came into force, it has been central in 
discourses on societal impacts of technology. This is the case not only in Europe but also increasingly 
worldwide, with the GDPR principles broadly being accepted as a ‘gold standard’ (Lubin, 2022) and is a 
famous beneficiary of the so-called ‘Brussels effect.’ (Bradford, 2020). Core requirements of GDPR is 
that users must be able to know and control, e.g. be able to give informed consent about, what data 
about them is collected, processed and shared, and for what purpose; data processing should be in line 
with data protec�on principles (data minimisa�on, purpose limita�on, fairness, transparency etc.) and 
respect data subject rights (e.g. to rec�fica�on, erasure, access, objec�on etc). 
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The principles of privacy, consent and data protec�on create significant tension with AI systems' hunger 
for data. This has intensified with the recent surge in genera�ve AI development, as well as with new 
data and AI legisla�on in the EU, namely the EU AI Act and the data spaces. The new legisla�ons raise 
direct contradic�ons with the GDPR, for example, contrary to GDPR, the AI Act allows for the processing 
of sensi�ve data since this can be used to combat bias (Art 10.5 AI Act; van Bekkum, 2025). It also raises 
indirect contradic�ons, such as the technical difficul�es of exercising rec�fica�on and erasure rights of 
the data subjects in rela�on to genera�ve AI. More broadly, the new opportuni�es for personalisa�on 
and research benefits are forcing society to revisit defini�ons of privacy, not only in a legal sense but 
also norma�vely. Clarity on the appropriate legal basis for data processing, especially in rela�on to the 
training of GPAI models, remains elusive and contested.  

7. Freedom of expression and risk of censorship 

The freedom of expression is a cornerstone human right and is protected under various interna�onal 
human rights instruments, such as the UDHR (Ar�cle 19), Interna�onal Covenant on Civil and Poli�cal 
Rights (Ar�cle 19) and the European Conven�on on Human Rights (Ar�cle 10). In the EU, this right is 
also protected under Ar�cle 11 of the Charter of Fundamental Rights. The freedom of expression can 
be found together with the freedom of informa�on and both these freedoms reinforce each other – 
where informa�on is restricted, the freedom of expression suffers. Where freedom of expression is 
restricted, the flow will be nega�vely impacted, hence curtailing access to informa�on. 

Freedom of speech is an essen�al element that contributes to a thriving democracy. A popula�on that 
can freely exercise these freedoms for democra�c delibera�on can bring forth debate, raise concerns, 
challenge power and demand for accountability and rights. At the same �me, the freedom of 
expression and informa�on are not absolute. They can be subjected to restric�ons to protect the 
interests of na�onal security, public safety and other legally jus�fied grounds, provided that the 
measures taken to restrict speech are legally jus�fied and propor�onate. Authori�es are thus able to 
take ac�on to restrict hate speech and incitement to violence. A balance needs to be struck between 
restric�ng speech and informa�on on the one hand and the preven�on of harm to minority 
communi�es and violence on the other hand. Unjus�fied censorship and mass surveillance typically 
amount to human rights viola�ons as they breach not only the freedom of expression and informa�on 
but also key European values and laws on privacy and non-discrimina�on. 

In short, actors taking ac�on to monitor and restrict speech, such as law enforcement authori�es, must 
respect the freedom of expression and avoid prac�ces resembling unjus�fied censorship and mass 
surveillance. 

8. Non-bias, non-discrimina�on and fairness 

This set of principles upholds the idea that an individual must be treated fairly by AI systems (Corrêa et 
al., 2023), regardless of the different sensi�ve atributes that may characterise them, including gender 
(Buolamwini & Gebru, 2018), age, race, ethnic origin, and specific socio-economic situa�on. Bias is one 
of the biggest challenges to mi�gate in AI systems. Bias is not an original technical fault – biased AI 
systems reflect the bias present in society (Wachter et al., 2021). However, AI systems are involved in 
a nega�ve feedback loop that can perpetuate it: when bias is embedded in the training data, AI outputs 
can lead to discriminatory decisions and outcomes, that, in turn, feed into new training data, 
perpetua�ng even more biased systems. Moreover, a source of discrimina�on can be developer bias, 
which gets embedded in the AI system design (Mehrabi et al., 2021). A key sugges�on on comba�ng 
bias to the inclusion of more representa�ve datasets, namely one that reflects captures the diverse 
(racial, age, ethnicity, gender etc) composi�on of different segments of society. However, this might 
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not always be possible due to trust deficits, inaccessibility or unwillingness. The use of synthe�c data 
has been proposed as a measure to address bias and to promote the design of fairer AI systems. 
Synthe�c data can augment training datasets that lack minority representa�on and thus improve the 
overall accuracy of the algorithmic model (Juwara et. al., 2024). In general, upholding fairness requires 
that AI be purpose-built, include stakeholder par�cipa�on, include impact assessments on various 
societal dimensions in order to minimise and manage bias, and be developed to enhance human well-
being rather than pose risks to it (Ryan & Stahl, 2021). 

9. Transparency and explainability 

Transparency is one of the most prevalent AI principles, but its defini�ons and opera�onalisa�on can 
vary greatly (Jobin et al., 2019). Under the EU AI Act, transparency means that AI systems are 
‘developed and used in a way that allows appropriate traceability and explainability, while making 
humans aware that they communicate or interact with an AI system, as well as duly informing deployers 
of the capabili�es and limita�ons of that AI system and affected persons about their rights.’ It is evident 
from this defini�on that the principle of transparency is mul�-faceted and it involves informa�on 
sharing at different levels, and in different direc�ons. One way to dissect transparency is to differen�ate 
between horizontal transparency—between the AI providers and the users; and ver�cal 
transparency—between the AI providers and regulators (Söderlund et al., 2024).  

Transparency and explainability go hand in hand in the literature, yet explainability has a dis�nc�ve 
focus which merits comparable aten�on, especially in legal terms. Norma�vely, explainability refers to 
the ability to explain why and how a certain AI-generated or recommended output has taken place 
(European Commission, 2020). Its legal form, the right to explana�on, has shi�ed from being briefly 
men�oned in the Recitals of the GDPR and where the ‘right’ itself was subjected to interpre�ve 
contesta�ons (Selbst & Powles, 2017; see however Wachter et al., 2017), to a stage where it is now 
more clarified in case law (C-203/22 Dun & Bradstreet Austria). The requirement is now being properly 
incorporated in the AI Act, as a right in rela�on to high-risk systems (Me�koš & Ausloos, 2025). The two 
legisla�ons broadly align on certain dimensions, such as the kinds of explana�ons that are required, 
but they also differ in some aspects (Kaminski & Malgieri, 2025). For example, while GDPR targets 
automated decision-making, the AI Act does not specify this as a criterion, but rather places importance 
on the level of impact that the system has (Me�koš & Ausloos, 2025), which is seen as a posi�ve 
improvement. 

The role of transparency and explainability is to allow for addressing risks by facilita�ng human 
oversight (Panigu� et al., 2023), and to foster public trust. 

10. Accountability and responsibility 

This principle pertains to blameworthiness and responsibility. Who takes the blame in case of harm–
the professional, the AI provider, the AI developer, or other par�es (Mathias, 2004)? Should there be 
joint responsibility or new forms of responsibility that is more rela�onal in nature (Liu & Zawieska, 
2020)? This principle is about ensuring there are accessible mechanisms and procedures in place that 
allow for ques�oning, contestability and redress of in case of harm or adverse impacts (European 
Commission, 2020). This includes the ability to audit a given system, exercise oversight, and perform 
impact assessments, as well as mechanisms such as whistle-blowers' protec�on (UNESCO, 2023). 

Closely related to the idea of responsibility is liability, but this is a strictly legal term: if a person is liable 
for an act, "they can be convicted, punished, or obliged to pay compensa�on solely by virtue of having 
performed a certain act, regardless of their state of mind at the �me" (Kiener, 2024). As a mater of 
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liability, AI presents many challenges to exis�ng legal systems due to its complicated value chain and 
the "many hands" problem—where mul�ple actors contribute to an outcome, and no single individual 
can be held solely responsible (Coeckelbergh, 2020). This is especially complicated if one is trying to 
establish par�cular technical sources of fault; instead, framing AI harm as a socio-technical problem 
can help focus accountability measures onto the people, who have the knowledge and control over the 
various socio-technical risk factors, such as human-computer interac�on, organisa�onal culture, and 
procedural arrangements around development and deployment (Fraser & Suzor, 2025). 

11. Risk of over-reliance and de-skilling 

The ethical principle on the possible risk of over-reliance on AI systems comes with the atendant risks 
of the lack of meaningful human oversight and eventual deskilling. This principle concerns risks of 
automa�ng processes and decisions in such ways that it leads to over-trus�ng them. This can create a 
nega�ve cycle: the false sense of reliability can poten�ally feed back into the way the system is 
deployed and used, leading to higher levels of reliance. This is important not only due to the risk of 
harm but because it can lead to cogni�ve offloading in the judgement of different scenarios and skill 
atri�on due to lack of prac�ce (Crowston et al., 2025). Research demonstrates the existence of 
automa�on bias in the use of AI systems, where humans tend to defer to recommenda�ons provided 
by such systems on account of its perceived neutrality and objec�vity (Alon-Barkat & Busuioc, 2023). 
The risk of over-reliance and de-skilling is linked to the idea of conferring epistemic authority to 
intelligent systems (Abdelwanis et al., 2024) and also poten�al longer-term impacts on labour. 

12. Labour impacts 

Labour impacts can refer to job displacement, changes in job quality, shi�s in the demand of certain 
skills, changes in job specifica�ons, and other similar effects of AI use. All these aspects, in one way or 
another, impact upon the labour market, including changing labour force demands and desired 
skillsets. These include both direct effects, such as automa�on of tasks that reduce the need for human 
workers, and indirect effects, such as changes in organisa�onal dynamics, coordina�on and hiring 
(CEPS, 2024). Relevant factors for these impacts include produc�vity increases due to the par�al or full 
automa�on (Kelly, 2025) of certain tasks, reduc�on in economic costs, and shi�ing power to the 
technology developers and deployers. These labour impacts may also not be equally distributed as 
disaggregated impacts may be seen on already disadvantaged or vulnerable groups according to age or 
gender. Labour market effects relate to labour rights which require commitment to ensure appropriate 
upskilling, re-training and compensa�on for workers affected by adop�on of AI. 

13. Societal well-being and environmental sustainability 

AI should contribute to societal well-being. It should not lead to nega�ve impacts on public health and 
safety, democra�c processes, economic security and the flow of informa�on (European Commission, 
2020). Addi�onally, social AI (Shevlin, 2025) use might have nega�ve effects on social interac�ons and 
rela�onships. To consider societal well-being in AI development means to plan for and mi�gate the 
indirect effects technology can bring, looking beyond merely its immediate impacts. 

Ensuring societal well-being includes trying to gain foresight on how AI systems can interact with each 
other in the same deployment context as well as across different applica�ons. Given increasing 
adop�on and diffusion of AI in different areas of human life, risks from AI can become systemic: it can 
become increasingly difficult to isolate sources of fault to single systems or events. Nega�ve effects 
could result in chain reac�ons and disrup�ons in cri�cal sectors which are harmful to en�re ci�es, 
domain ac�vi�es or communi�es (AI Act, 2024). The societal level impacts are considered as systemic 
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risks under the AI Act and various efforts, including having in place a Code of Prac�ce, are underway as 
of June 2025 to catalyse private sector commitment towards addressing these risks.  

Addi�onally, environmental sustainability is also a key concern, especially in rela�on to the 
environmental impacts of genera�ve AI (Zewe, 2025). The amount of compute required for the training 
and deployment of increasingly larger models take up massive amounts of energy and water resources, 
some�mes to the detriment of local popula�ons who rely on these supplies for their daily needs. 
Companies developing these large models do not in turn openly share data on energy consump�on, 
thus hindering transparency and accountability of their environmental footprint. In addi�on, the 
mining of cri�cal resources, including rare earth minerals that are essen�al for components such as 
bateries and chips that power AI systems and other AI driven technologies such as self-driving cars, 
are leading to exploita�on and human rights abuses in different parts of the world (Ren & Wierman, 
2024). At the same �me, proponents assert that the pursuit of AI development is essen�al as AI can 
help to solve the climate change and other environmental issues through beter modelling and 
predic�ons ‘across the en�re spectrum of industries and social ac�vi�es’ (Recital 4, AI Act). This leads 
us to a chicken and egg problem – should we trust and rely upon the (future) poten�al of AI to combat 
climate change while sacrificing short term environment sustainability or is this a false promise? In any 
case, increased transparency is essen�al in order to monitor the environmental impacts of AI (Shrishak 
& Warso, 2024). Such forms of transparency is also part of the repor�ng requirements for GPAI 
providers with systemic risk in the AI Act.  

b. Ethical values, principles and challenges for selected use cases 

Table 1. Selection of ethical principles for the European partners’ use cases 

# Sphere of 
influence 

Use case AI research areas Selected ethical principles 

1 Change in 
human 
exper�se 
and 
professional 
behaviour 

Medical doctors 
(radiologists, surgeons) 
using AI tools in 
diagnos�cs and 
treatment 

Decision-support 
systems; 
Image 
recogni�on 

1. Non-maleficence 
2. Accountability and 

responsibility 
3. Transparency and 

explainability 
2 Safety engineers using 

AI tools to speed up 
so�ware release 
approvals 

Decision-support 
systems; 
General-purpose 
AI (GPAI) 

1. Robustness, safety and 
reliability 

2. Oversight and autonomy 
3. Risk of over-reliance and 

deskilling 
3 Recruiters using AI tools 

in hiring processes 
Decision-support 
systems 

1. Non-bias, fairness and 
non-discrimina�on 

2. Transparency and 
explainability 

3. Over-reliance and de-
skilling 

4 Security professionals 
using AI tools to detect 
hate speech 

Decision-support 
systems; 
General-purpose 
AI (GPAI) 

1. Freedom of expression 
and non-censorship  

2. Non-bias, fairness and 
non-discrimina�on 

3. Accountability and 
responsibility 
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5 Change in 
human 
cogni�on 
and private 
behaviour 

AI systems as individual 
and family-level virtual 
assistants 

Conversa�onal 
general-purpose 
AI (GPAI); 
Emo�onal AI 

1. Non-manipula�on and 
non-maleficence 

2. Privacy, consent and 
data protec�on 

6 Deepfake therapy for 
processing trauma and 
grief 

Mul�-modal 
general-purpose 
AI (GPAI); 
Emo�onal AI  

1. Non-maleficence 
2. Autonomy and non-

manipula�on 
3. Risk of over-reliance 

 

Use case 1: Medical doctors (radiologists, surgeons) using AI in diagnos�cs and 
treatment 
 

# Sphere of 
influence 

Use case AI research areas Selected ethical principles 

1 Change in 
human 
exper�se 
and 
professional 
behaviour 

Medical doctors 
(radiologists, surgeons) 
using AI tools in 
diagnos�cs and 
treatment 

Decision-support 
systems; 
Image 
recogni�on 

1. Non-maleficence 
2. Accountability and 

responsibility 
3. Explainability and 

transparency 

 

For this medical use case, an ini�al selec�on of the following ethical principles was made: 
explainability; bias and fairness; and accountability and responsibility. 

Explainability is essen�al for engaging medical professionals’ exper�se and oversight; understanding 
the ra�onale behind an AI system’s recommenda�on enables clinicians to cri�cally assess and 
appropriately integrate AI outputs into their decision-making (Högberg et al., 2024). Bias and fairness 
address the risks of unequal health outcomes due to overrepresenta�on of certain popula�ons in the 
training data and underrepresenta�on or lack of representa�on of minori�es (Obermeyer et al., 2019). 
These are gaps that can exacerbate exis�ng dispari�es in access to care and diagnos�c accuracy. 
Accountability and responsibility are central to maintaining trust: when errors or harms occur, clear 
atribu�on of responsibility, whether to the tool, the healthcare provider, or the ins�tu�on, is necessary 
for redress (Najjar, 2023). 

The selec�on was informed by founda�onal principles in bioethics: beneficence, non-maleficence, 
autonomy, and jus�ce (Varkey, 2020), aligning with our criterion for scien�fic soundness. In our 
selec�on, we also focused on the impact on professional exper�se, comprehensiveness and procedural 
soundness. Explainability closely supports autonomy by enabling clinicians to make informed decisions 
and to engage in oversight, aligning with the professional obliga�on to act in pa�ents’ best interests. 
Explainability and transparency have been iden�fied as key elements to assess trustworthiness within 
the field of radiology (Högberg et al., 2024). As such, this principle was selected over autonomy for its 
higher relevance for the professional and to avoid repe��veness (and ensure comprehensiveness). 
Explainability is also one of the principles for use-case in recruitment, which allows for cross-case 
comparison: how do the defini�on and opera�onalisa�on of explainability differ across these two 
fields? 
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Bias and fairness in the medical context relate to the pursuit of representa�onal and access equality 
and jus�ce, the later entailing equitable treatment in certain jus�fied circumstances. The existence of 
bias within AI systems can further perpetrate social injus�ce and cement societal inequali�es going 
forward. In some cases, biased outcomes can result in discrimina�on towards protected groups and 
other forms of tangible harm (Obermeyer et. al., 2019). This principle was also chosen on account of 
its procedural and scien�fic soundness, namely the fact that scholarly research has both highlighted its 
importance but also that theory is being translated into prac�ce through the explora�on and tes�ng of 
various technical solu�ons. Similarly, while accountability and responsibility reflect jus�ce in their 
demand for assignable liability, they were priori�zed for their prac�cal importance in determining how 
responsibility is shared or assigned in complex, high stakes and mul�-agent se�ngs such as hospitals. 

The responses in the internal survey with our AIOLIA partners resulted in alignment on accountability 
and responsibility (top 1) and transparency and explainability (top 2). The principle of do no harm 
(non-maleficence) was preferred (same number of responses as for explainability) over bias and 
fairness.   

The survey was also sent out to externals – namely the Scien�fic Advisory Board and networks through 
AIOLIA partners, EUREC, ADRA and ERCIM. The survey results selected non-maleficence as top 1 (21 
responses), accountability and responsibility as top 2 (20) and both oversight and transparency and 
explainability as top 3 (�ed at 19 each). As addi�onal considera�ons, one respondent adds 
beneficence, namely to "maximise pa�ent benefit" while another respondent added humility/modesty 
as "admi�ng uncertainty, not projec�ng false confidence", which can be linked to the principle of 
transparency—transparency about the limita�ons of the technology. 

Both surveys underline the importance of non-maleficence and both downgraded the principle of bias. 
The second survey surfaced the value of oversight.  We incorporated these findings into our final 
selec�on, by dropping bias, including non-maleficence, and adding oversight as a fourth op�onal 
choice. We adopted the ordering from the results in the external survey. The selec�on is as follows: 

1. Non-maleficence; 
2. Accountability and responsibility; 
3. Explainability and transparency; 
4. [shortlisted] Oversight and autonomy 

Use case 2: Safety engineers using AI tools to speed up so�ware release 
approvals 
 

# Sphere of 
influence 

Use case AI research 
areas 

Selected ethical principles 

2 Change in 
human 
exper�se 
and 
professional 
behaviour 

Safety engineers using AI 
tools to speed up 
so�ware release 
approvals 

Decision-support 
systems; 
General-purpose 
AI (GPAI) 

1. Robustness, safety and 
reliability 

2. Oversight and autonomy 
3. Risk of over-reliance and 

deskilling 
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CEPS ini�ally selected two ethical principles as being the most relevant to the context of AI assistance 
in so�ware release approvals for automo�ve safety: robustness, reliability and safety; and the risk of 
over-reliance and de-skilling. 

Robustness, reliability and safety are cri�cal in this context due to the severe consequences of 
so�ware malfunc�on, whether through cybersecurity vulnerabili�es (Kidmose, 2025), unintended 
interac�ons in complex systems, or road safety affec�ng human life and limb. These elements all 
underscore the need for rigorous quality control and resilience in design, par�cularly where so�ware 
interacts with other subsystems in interconnected environments. Reliability and safety, as in other 
cases, is a self-referen�al challenge—we require AI to be reliable and at the same �me, we use AI as a 
tool for system reliability and safety, such as for fault detec�on and diagnosis, anomaly detec�on, and 
risk assessment of engineering-related systems across the industry (Tamascelli et al., 2024). 

The risk of over-reliance and de-skilling highlights the change in professional cogni�ve behaviour: 
automa�on bias may lead professionals to overly trust the recommenda�ons of the AI system. At the 
same �me, over-reliance on such systems may result in skill atri�on due to the reduced exercise of 
professional judgement. This can diminish essen�al skillsets in scenario development and planning, 
and cri�cal risk an�cipa�on (Pulignano & Doellgast, 2020). This principle also relates to the principle of 
human oversight as a certain level of professional competence needs to be exercised and maintained 
over �me in order to ensure that human oversight can remain effec�ve. 

For this use case, we picked two rather than three principles because we thought these were 
dis�nc�vely fit for the use case, while others, such as explainability or responsibility, are present in 
other use cases. This ensures we avoid over-repe��veness, as per the comprehensiveness criterion. 
The principle of robustness aligns closely with procedural soundness criterion, which mandates safety, 
cybersecurity and risk mi�ga�on as core requirements. The inclusion of de-skilling and over-reliance 
responds to our criterion of impact on professional behaviour as well as ethical soundness in the sense 
of future proofing. Over-trus�ng AI outputs can lead to gradual erosion of human exper�se in safety-
cri�cal tasks and undermine long-term effec�veness of human oversight. 

The responses from the AIOLIA internal survey surfaced three key values. Similar to our ini�al selec�on, 
the first chosen ethical principle is the need to ensure robustness, safety and reliability (14 responses) 
of the AI system. The second chosen value was accountability and responsibility (12) and the third one 
was the possible risk of over-reliance and deskilling (10). The external survey results were as follows: 
robustness, safety and reliability as top 1 (33), human oversight (24) as top 2, and risk of over-reliance 
and deskilling as top 3 (19), closely followed by accountability and responsibility (18). 

Since accountability and responsibility was not in our selec�on but was ahead of our second most 
relevant value, we added it as an op�onal value it in the final selec�on, making the total principles 
being 3, uniform to the other use cases. 

Due of the high score of oversight and upon consulta�on with the consor�um lead CEA, we chose to 
include it in our final selec�on. The ethical principle of accountability was downgraded to an op�onal 
considera�on. The final selec�on is as follows: 

1. Robustness, safety and reliability 
2. Human oversight 
3. Risk of over-reliance and deskilling 
4. [op�onal] Accountability and responsibility 
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Use case 3: Recruiters using AI tools in hiring processes 
 

# Sphere of influence Use case AI research 
areas 

Selected ethical principles 

3  
 

Change in human 
exper�se and 
professional 
behaviour 

Recruiters 
using AI 
tools in 
hiring 
processes 

Decision-
support 
systems 

1. Non-bias, fairness and 
non-discrimina�on 

2. Transparency and 
explainability 

3. Over-reliance and de-
skilling 

 

In the recruitment context, CEPS ini�ally iden�fied three key ethical principles: bias, fairness and non-
discrimina�on; transparency and explainability; and oversight and the risk of over- and under-
reliance. The principle of bias, fairness and non-discrimina�on is par�cularly salient given the risk of 
AI systems reproducing or amplifying social inequali�es embedded in training data. Although non-
discrimina�on standards are well-established in law, the ideals and ambi�ons of fairness, remain 
contested and may vary across sectors or jurisdic�ons (Rigo� & Fosch-Villaronga, 2024). While 
designers of AI systems wish to avoid bias, deciding when a system is considered fair enough remains 
a challenge as these thresholds are conscious choices that must be jus�fied. Thus, the 
opera�onalisa�on of fairness, at a scale afforded by AI, also remains contested. 

Human oversight is cri�cal in addressing risks of over-reliance: over-trus�ng AI systems can result in 
harmful impacts such as inaccuracies, errors, and can inadvertently perpetuate discrimina�on, for 
example via the use of proxies or inferences that correlate with protected characteris�cs 
(Hunkenschroer & Luetge, 2022). At the same �me, there is a risk of under-u�lising AI and missing 
opportuni�es to improve objec�vity and equal opportunity; AI has been described as a poten�al 
equaliser in hiring processes, if implemented though�ully (Hunkenschroer & Kriebitz, 2022). 
Transparency and explainability are essen�al not only for enabling meaningful review of automated 
recommenda�ons but also to meet legal requirements under non-discrimina�on law and ensure 
public-facing accountability. 

These principles were selected for their strong grounding in ethical theory as well as the comprehensive 
literature on the ethics of AI in recruitment, fulfilling the criterion of scien�fic soundness. Non-bias, 
non-discrimina�on and fairness are supported by the jus�ce perspec�ve (Hagendorff, 2020; Mori et 
al., 2024), par�cularly procedural jus�ce, which emphasises fairness in decision-making processes. 
Transparency and explainability reflect both the jus�ce perspec�ve, specifically informa�onal jus�ce, 
and a rights-based approach (Hagendorff, 2020; Chen, 2023; Mori et al., 2024; Hunkenschroer & 
Kriebitz, 2022), centred on individuals’ rights to understand and contest decisions that affect them. 
Over-reliance and the need for human oversight are a risk related to the u�litarian perspec�ve 
(Hagendorff, 2020) that AI offers efficiency gains. Unchecked reliance can not only undermine the 
efficiency gains but also lead to harmful outcomes. 

Apart from scien�fic soundness, we put emphasis on procedural soundness, relevance for 
professionals, and ethical soundness in the form of future-proof values. Non-bias, fairness and non-
discrimina�on was priori�sed due to its high procedural soundness, including the availability of many 
proposed technical solu�ons, even if s�ll imperfect, and its salience in the legal and regulatory 
frameworks (Rigo� & Fosch-Villaronga, 2024). The later is an important factor for transparency as 
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well. The impact on professional behaviour is evident in the risk of over-reliance and the need for 
oversight. Finally, there is poten�al for comparability between hiring and hate speech detec�on, where 
we selected non-bias and fairness: how does opera�onalisa�on differ, e.g. with respect to group-based 
metrics and individualised treatment? 

The responses from the AIOLIA partner survey showed alignment in two of the ini�ally selected 
principles: non-bias, fairness and non-discrimina�on as top 1 (16); and transparency and 
explainability as top 2 (13). Interes�ngly, very few respondents chose over-reliance. The top 3 selected 
principle was consent, privacy and data protec�on (8). The external survey surfaced the same 
principles and in the same order. 

A reason why the surveys did not surface oversight and over-reliance is the fact that they were 
presented as separate op�ons across the use cases, and in the specific instance of recruitment, over-
reliance was the only available op�on. Having also consulted with the consor�um lead CEA, we decided 
to keep over-reliance in the final selec�on, due to its high relevance for professional exper�se and 
behaviour, and have oversight as a separate, op�onal value. We added privacy as a separate op�onal 
value due to the high number of responses on privacy in the surveys. The final selec�on is as follows: 

1. Non-bias, fairness and non-discrimina�on  
1. Explainability and transparency  
2. Over-reliance and de-skilling  
3. [shortlisted] Oversight 
4. [shortlisted] Privacy 

Use case 4: Security professionals using AI tools to detect hate speech 
 

# Sphere of 
influence 

Use case AI research areas Selected ethical principles 

4 
 

Change in human 
exper�se and 
professional 
behaviour 

Security 
professionals using 
AI tools to detect 
hate speech 

Decision-support 
systems; 
General-purpose 
AI (GPAI) 

1. Freedom of expression 
and non-censorship 

2. Non-bias, fairness and 
non-discrimina�on 

3. Accountability and 
responsibility 

 

Hate speech is considered as ‘any expression of discriminatory hate towards people’ and can consist of 
both lawful and unlawful speech (Ar�cle 19, 2020), hence presen�ng a key challenge for detec�on, 
possible removal and accountability, including legal accountability for such speech. Hate speech is one 
of the most prominent examples of online harms—defined as illegal or unacceptable ac�vity that can 
put a person or a group of people at risk, o�en with consequences for the offline world (Cor�z & 
Zubiaga, 2021). While recent focus has been on the du�es of private pla�orms such as Facebook to 
tackle hate speech, states are the primary duty bearers when it comes to protec�ng the human right 
to freedom of expression and informa�on (Pentney & McGonagle, 2020). This can take the form of 
possible posi�ve measures such as requiring companies to ensure a hate-speech free environment and 
in pursuing jus�ce and accountability for hate speech. This use case, involving law enforcement, is an 
example of how AI can aid them in doing so. 
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The most relevant ethical concern in rela�on to the use case that we have iden�fied is about freedom 
of expression and censorship. An overarching concern is that of possible over-capture due to automa�c 
removal of flagged content—examples include the removal of 'counter-speech', poli�cal speech and 
sa�re, and documenta�on of human rights viola�ons (Pentney & McGonagle, 2020). In this use case, 
every flagged content is presented to a law enforcement officer who gets to decide whether to escalate 
the expression for further ac�on or otherwise. However, false posi�ves are not unavoidable due to 
automa�on. At the same �me, given that there is no consensus on the defini�on of hate speech (Cor�z 
& Zubiaga, 2021), the risk of the law officer approving a false posi�ve remains a risk. Addi�onally, this 
oversight opens doors to inten�onal misuse and abuse, including removal of content cri�cal to the 
state or content of poli�cal opponents (Pentney & McGonagle, 2020). 

Non-bias, fairness and non-discrimina�on are another group of principles cri�cal to the use of AI for 
detec�ng hate speech. Language understanding is cri�cal for the efficacy of an automated detec�on 
system. A risk of bias can be present where hateful content in non-majority languages is less likely to 
be detected, and even if the content is in a majority language such as English, nuances, contextualised 
and localised uses of the language may mean that content is either over or under-detected (Udupa et 
al., 2023). Other bias-related risks include the dispropor�onate removal of minority groups' content, 
the priori�sa�on of certain cultures or groups at the expense of others (Pentney & McGonagle, 2020), 
the insensi�vity of data annotators to certain cultural nuances leading to incorrect labelling (Cor�z & 
Zubiaga, 2021), as well as the inherent bias in founda�on models, which is propagated downstream in 
hate speech detec�on applica�ons (ibid). Finally, there is a norma�ve aspect for considera�on in 
rela�on to detec�on as well: what counts as hate speech? For example, there is evidence that racist 
and homophobic tweets are more likely to be categorised by human moderators as hate speech than 
sexist ones (Pentney & McGonagle, 2020). 

The third principle in our shortlist is accountability and responsibility. It is concerned with the crucial 
role of human oversight in the process of hate speech detec�on by law enforcement agencies, and the 
ability to jus�fy and audit the decision-making process. An important problem is the inability for the 
professional to catch false nega�ves: there should be a clear differen�a�on of responsibility between 
them and the AI developers/providers. 

The internal survey aligned with these principles, while the external survey differed in the third choice: 
it was transparency and explainability (17), closely followed by privacy (16). Accountability and 
responsibility was downgraded to 5th place (17). 

In our final selec�on we kept our ini�al priori�sa�on of accountability and responsibility over 
explainability. While both are relevant, explainability is present in two other use cases in the 
professional sphere. We chose to focus on accountability to avoid repe��veness, and present 
transparency and explainability as op�onal. Addi�onally, accountability is one of the principles for the 
medical profession, which is a very different context and will make an interes�ng comparison. The final 
selec�on is as follows:  

1. Freedom of expression and non-censorship 
2. Non-bias, fairness and non-discrimina�on 
3. Accountability and responsibility 
4. [shortlisted] Transparency and explainability 

Use case 5: AI systems as personal and family virtual assistants 
 



  
 

 

31 
AIOLIA | Deliverable 2.2 

# Sphere of 
influence 

Use case AI research areas Selected ethical principles 

5 
 

Change in human 
cogni�on and 
private behaviour 

AI systems as 
individual and 
family-level virtual 
assistants 

Conversa�onal 
general-purpose 
AI (GPAI); 
Emo�onal AI 

1. Non-manipula�on and 
non-maleficence 

2. Privacy, consent and 
data protec�on 

 

In the context of AI personal assistants, CEPS ini�ally selected the following ethical principles: non-
maleficence; consent, privacy and data protec�on; and autonomy and non-manipula�on. Non-
maleficence addresses a broad range of poten�al harms: from direct effects, such as users receiving 
inaccurate, harmful advice, and showing unhealthy emo�onal dependency (Dewite, 2024; Boine, 
2023; Coghlan et al., 2023) or social isola�on (Ciriello et al., 2024), to indirect effects such as the erosion 
of social rela�onships or the reinforcement of social biases (Dewite, 2024; Gao, 2024). The elderly and 
children can be especially vulnerable to harmful impacts (Portacolone et al., 2020; Australian 
Communica�ons and Media Authority, 2025). 

Privacy, data protec�on and consent are cri�cal, given the constant collec�on of sensi�ve user input 
which raises risks of data breaches and profiling, and ques�ons over meaningful user control over their 
data (Hasal et al., 2021; Murtarelli et al., 2021; Gumusel, 2025). This is especially per�nent seeing that 
private companies are processing and possessing user data gleaned from very private conversa�ons 
and environment. Privacy is also especially interes�ng in the planned scenario with the shared family 
environment: the assistant must be able to handle sensi�ve informa�on shared by individual users, 
while effec�vely suppor�ng intra-family dynamics. 

The principle of non-manipula�on concerns the exploita�ve poten�al of chatbots that have 
anthropomorphic design and use personalisa�on to influence user behaviour, especially under 
business models driven by engagement metrics (Ciriello et al., 2024; Murtarelli et al., 2021). 
Addi�onally, the risk speaks to uninten�onal influence, bearing in mind that steering a social AI system 
is non-trivial, par�ally because the training data can contain dubious interac�ons and par�ally because 
what cons�tutes ethical social behaviour is highly contextual and subjec�ve. 

These principles were chosen according to our methodological criteria, with a specific focus on 
procedural soundness for non-maleficence and non-manipula�on. Implementa�on remains 
procedurally challenging across technical feasibility, e.g. there are no robust technical solu�ons for 
preven�ng hallucina�ons (Barros, 2025) or in designing for well-being, as the later is individual and 
context dependent. In legal terms, chatbots are in a grey regulatory area: they can have an effect on 
physical and mental health, yet they are not medical devices (Corfmat, 2025). Organisa�onal readiness 
also raises concerns because economic incen�ves may conflict with ethical use. Chatbots might 
incen�vise staying on the pla�orm for longer, even in problema�c situa�ons where the user would 
benefit from being redirected to a mental health service (Ciriello et al., 2024). In the context of ethical 
soundness, non-maleficence and non-manipula�on involve a tension: it is non-trivial to iden�fy how 
much influence, which can include persuasion or manipula�on, is reasonable (Bakir et al., 2024), given 
that some forms of manipula�ve behaviours are tolerated in human-human interac�ons. 

Other considera�ons about the inclusion criteria include choosing non-maleficence over non-bias and 
non-discrimina�on because it is an overarching concern surfaced through the literature review. We 
chose to do so as well as to ensure comprehensiveness, given that non-bias has been selected in a few 
of the other use cases. From the standpoint of opportuni�es for comparability, non-maleficence is also 
selected for the medical use case: it will be interes�ng to contrast the opera�onalisa�on of the two, 



  
 

 

32 
AIOLIA | Deliverable 2.2 

with this par�cular use case centring on emo�onal and behavioural risks more than physical harm 
(Dewite, 2024; Gao, 2024). Finally, the selected principles score highly on norma�ve relevance and 
align with the future-proof element expressed in EU digital regula�on. 

The AIOLIA partners’ responses in the internal survey coincided with all three values. The principle that 
received the most votes was autonomy and non-manipula�on, the second most selected was non-
maleficence, and the third was consent, privacy and data protec�on. Similarly, the external survey sent 
to SAB and external networks chose the same top 3 principles and values. The ini�al selec�on of values 
included: autonomy and non-manipula�on, non-maleficience and consent, privacy and data 
protec�on. However, upon discussion with the academic and industrial partners, it was felt that both 
non-manipula�on and non-maleficience could be grouped together, as respect for autonomy is its 
underlying purpose. At the same �me, the partners also welcomed the inclusion of consent, privacy 
and data protec�on.  

The final selec�on is as follows: 

1. Non-manipula�on and non-maleficence 
2. Consent, privacy and data protec�on 

Use case 6: Deepfake AI-based psychotherapy for processing trauma and grief 
 

# Sphere of 
influence 

Use case AI research areas Selected ethical principles 

6 Change in human 
cogni�on and 
private behaviour 

Deepfake therapy 
for processing 
trauma and grief 

Mul�-modal 
general-purpose 
AI (GPAI); 
Emo�onal AI 

1. Non-maleficence 
2. Autonomy and non-

manipula�on 
3. Risk of over-reliance 

(over-atachment and 
dependency) 

 

The academic partner for this use case, AUMC, iden�fied numerous challenges posed by deepfake 
therapy. Amongst others, it can risk impac�ng the boundaries between reality and simula�on and thus 
nega�vely impact the psychological safety of the pa�ent. In par�cular, this form of therapy can 
introduce risks of re-trauma�za�on, either through the therapy itself or through the process of 
collec�ng data (images, videos, audio recordings) to create the deepfake. 

In light of this, in the context of using deepfake technologies as a therapy tool for overcoming trauma 
and grief, CEPS ini�ally selected non-maleficence; consent, privacy, and data protec�on; and 
transparency. 

We assign risks grouped around emo�onal and behavioural harm to the principle of non-maleficence. 
These include emo�onal harms in the form of unhealthy emo�onal atachment and emo�onal distress 
(Harbinja et al., 2023), arising from the process of data collec�on or during therapy and cogni�ve 
effects such as confusion between reality and simula�on and the distor�on of authen�c memory and 
rela�onship with the deceased (Hoek et al., 2024). It is key to underline that deepfake use in therapy 
is currently only carried out in research and development se�ngs, and that its effec�veness, benefits 
and risks are not yet clear. This makes the opera�onal feasibility criterion challenging—founda�onal 
research will be needed to understand how to make this AI use non-harmful, including whether to 
apply the technology at all. 
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The second key value we have iden�fied is around consent, data protec�on and privacy. This relates 
differently to the personifica�on of the deceased or perpetrators, in cases involving trauma. In the case 
of the former, the concern is related to the principle of dignity rather than privacy. It is about the 
poten�al damage to the integrity of the deceased by instrumentalising them for grief management 
(Kraaijeveld et al., 2024). Having said that, privacy is s�ll a relevant considera�on to be taken into 
account. Recital 27 in GDPR leaves it open to individual member states to provide post-mortem privacy 
protec�on if they so wish. Some countries, such as Italy, have delegated GDPR rights over the 
deceased's data to their heirs (Harbinja et al., 2023). Other countries, such as the Netherlands, protect 
"portrait rights" which may also grant limited postmortem protec�on rights to the rela�ves of the 
deceased (Hoek et al., 2024). The opera�onalisa�on of this principle can engage with these different 
legal interpreta�ons. 

In the case of trauma therapy, the principle is concerned with the trade-off between the privacy of the 
perpetrator and the expected benefit for the pa�ent (ibid). While the act of crea�ng a deepfake of the 
perpetrator may be jus�fied by the pa�ent's legi�mate interest in the therapy, one must take balance 
these against the privacy and data protec�on interests of the perpetrator as well.  

Transparency refers to 1) the disclosure and explana�on of the use of the deepfake technology, such 
as by making the pa�ent aware that the image or avatar is an imita�on/simula�on, and 2) clearly 
marking the deepfakes as such, such as with a watermark. Norm (1) is concerned with minimising the 
risk of confusion in the pa�ent by providing sufficient informa�on for a safe and beneficial interac�on. 
Norm (2) relates to the mi�ga�on of risks associated with data breaches, i.e. leaking of the deepfakes 
outside of the clinical context, which may damage the integrity of the deceased in the grief scenario 
and the reputa�on of the impersonated perpetrator in the trauma scenario. Disclosure is now expressly 
required in the AI Act (Ar�cle 50). This principle similarly relates to the poten�al risk of confusion 
between reality and simula�on. 

All three selected principles are relevant to the effects of the technology on cogni�on and behaviour, 
to various degrees. Some are more opera�onally feasible than others: there are exis�ng mechanisms 
for ensuring privacy-by-design, while it is less clear how harm can be avoided, notably in the context of 
gravely sensi�ve scenarios such as grieving the dead or engaging with trauma�c experiences. These 
concerns are compounded by the very early stage of the research in this area. At the same �me, 
selec�ng non-maleficence as a principle ensures scien�fic and ethical soundness, given that the 
therapeu�c benefit of the technology is of central importance to this use case. 

Since this use case was included in the project at a later stage, we did not include it in the internal 
survey. The external survey aligned in the top 1 value being non-maleficence (25) but it uncovered 
autonomy and non-manipula�on as top 2 (22) and over-reliance as top 3 (18), closely followed by our 
chosen value of privacy (17). 

It is interes�ng that over-reliance, which we frame as a professional risk, surfaces as relevant for a use 
case that focuses on AI's impact on the person, i.e. the therapy pa�ent. An explana�on might be that 
this dis�nc�on was not considered by the respondents. Alterna�vely, over-reliance might have been 
perceived as the state of being unduly reliant on this par�cular method over other technology with 
established effec�veness, or tradi�onal therapy. This links to the principle of subsidiarity—a criterion 
for "good care" in bioethics–which requires that the therapy involves the least intrusive alterna�ve 
(Hoek et al., 2024). Finally, over-reliance might have been understood as a pa�ent's state of atachment 
and possible risk of addic�on and over-dependency to the deep fake. We presented these 
interpreta�ons to the academic partner and upon consulta�on, a joint decision was made to consider 



  
 

 

34 
AIOLIA | Deliverable 2.2 

over-reliance from the personal, i.e. the therapy pa�ent’s, perspec�ve. We thus find that the principle 
of over-reliance as possible over-atachment and unhealthy dependency as relevant for this use case, 
and we have therefore included over-reliance with this meaning in mind in the final selec�on. Privacy 
is kept as an op�onal principle. 

The final selec�on is as follows: 

1. Non-maleficence  
2. Autonomy and non-manipula�on  
3. Risk of over-reliance (over-atachment and dependency) 
4. [shortlisted] Privacy, consent and data protec�on 

c. Ethical values, principles and challenges for selected research 
areas for AIOLIA European partners  

In addi�on to principles and values for the use cases, ethical values and principles are also chosen for 
the research areas. However, the choices made are not arbitrary. Instead, the principles chosen for 
the research areas are li�ed from the commonali�es iden�fied across the use cases. While the 
academic and industrial partners will opera�onalise the chosen principles in the next work package 
(WP3) of the project, CEPS is tasked to design non-technical context enriched ethical guidelines for 
the research areas. Principles chosen here are both informed by the context in which the research 
area is deployed in and the sphere of influence in which the research area impacts upon (see table 
below).  

Table 2. Selection of ethical principles for each AI research area in the European partners' use cases 

AI research area Sphere of 
influence 

Use cases Selected ethical principles 

General-purpose 
AI (GPAI) 
 

Change in human 
exper�se and 
professional 
behaviour 

2: Safety engineers using 
AI tools to speed up 
so�ware release approvals 
4: Security professionals 
using AI tools to detect 
hate speech 

1. Oversight and 
autonomy 

2. Labour impacts 

Change in human 
cogni�on and 
private behaviour 
 

5: AI systems as personal 
and family virtual 
assistants 
6: Deepfake AI-based 
psychotherapy for 
processing trauma and 
grief 

1. Non-manipula�on 
and autonomy 

2. Societal well-being 
and environmental 
sustainability 

Emo�onal AI Change in human 
cogni�on and 
private behaviour 
 

5: AI systems as personal 
and family virtual 
assistants 
6: Deepfake AI-based 
psychotherapy for 
processing trauma and 
grief 

1. Human dignity 
2. Non-manipula�on 

and autonomy 
3. Reliability and 

accuracy 
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Decision-
support 

Change in human 
exper�se and 
professional 
behaviour 

1: Medical doctors 
(radiologists, surgeons) 
using AI in diagnos�cs and 
treatment 
2: Safety engineers using 
AI tools to speed up 
so�ware release approvals 
3: Recruiters using AI tools 
in hiring processes 
4: Security professionals 
using AI tools to detect 
hate speech 

1. Non-bias, fairness 
and non-
discrimina�on 

2. Over-reliance and 
de-skilling 

3. Explainability and 
transparency 

Image 
recogni�on 

Change in human 
exper�se and 
professional 
behaviour 

1: Medical doctors 
(radiologists, surgeons) 
using AI in diagnos�cs and 
treatment 

1. Robustness, safety 
and reliability 

2. Transparency and 
explainability 

3. Privacy and data 
protec�on 

 

While an overview table is provided above, the following sec�ons will reproduce the tables relevant 
for the specific research areas, followed by an analysis of the chosen principles and values for each. 

General-purpose AI 
AI research area Sphere of 

influence 
Use cases Selected ethical 

principles 
General-
purpose AI 
(GPAI) 
 

Change in human 
exper�se and 
professional 
behaviour 

2: Safety engineers using AI 
tools to speed up so�ware 
release approvals  
4: Security professionals using 
AI tools to detect hate speech 

1. Oversight and 
autonomy 

2. Labour impacts 

 Change in human 
cogni�on and 
private behaviour 

5: AI systems as personal and 
family virtual assistants  
6: Deepfake AI-based 
psychotherapy for processing 
trauma and grief 

1. Non-
manipula�on 
and autonomy 

2. Societal well-
being and 
environmental 
sustainability 

 

General-purpose AI is used in four use cases by EU partners, two in the professional sphere and two in 
the private sphere. Our ini�al selec�on, not specified to applicable spheres, included the principles of 
non-bias, fairness and non-discrimina�on; labour impacts; and societal well-being. 

Bias is one of the most discussed ethical concerns in the development and deployment of genera�ve 
AI systems (Hagendorff, 2024) and it is selected as an ethical principle in two of the use cases listed 
above. Similarly to other types of AI systems, it refers to immediate effects such as stereotyping, 
marginalisa�on, and discriminatory outputs that can emerge from models trained on imbalanced or 
ideologically skewed datasets—manifes�ng in forms such as racism, sexism, and cultural erasure. 
Dis�nc�ve to GPAI are long-term and large-scale effects, due to the wide reach of GPAI and the nature 
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of the value chain. Bias can lead to epistemic injus�ce (Helm et al., 2024) which includes not only 
representa�onal harm but epistemic inequi�es (Kay et al., 2024)—the norma�ve imposi�on of the 
cultures and values outside of the regions where the AI systems are developed, especially in 
mul�lingual contexts. Other related concerns are the monopoliza�on or centraliza�on of power in large 
AI labs (Hagendorff, 2024), and LLM-solu�onism, specifically favouring LLMs for their versa�lity with 
no appropriate account of some tasks' requirements for precise and unbiased analysis (Hajikhani & 
Cole, 2024). 

Labour impacts encompass the range of economic and professional consequences brought about by 
the integra�on of genera�ve AI into workplaces. These include not only job displacement and 
automa�on but also large-scale deskilling (Hagendorff, 2024) and shi�s in role specifica�ons, including 
increased demand and complexity in posi�ons that involve human-AI collabora�on (Chen et al., 2025). 
Genera�ve AI is bringing about a transforma�on of crea�ve and knowledge-based work (Hagendorff, 
2024), recognising both the threat to these skills and capaci�es but also the poten�al for new forms of 
human-machine collabora�on. 

Societal impacts refer to the broader, o�en systemic effects of genera�ve AI on collec�ve safety, public 
discourse, and human values. These include the spread of harmful content and disinforma�on, the 
risks posed by human-level or superhuman models, and alignment failures where AI systems behave 
unpredictably or against human interests (Hagendorff, 2024). This principle also relates to the values 
of non-maleficence and safety and robustness. From a scien�fic soundness standpoint, societal 
impacts bring together both technical challenges (how to ensure the systems act in our interest) and 
norma�ve complexity (whose values should AI align to, how they are chosen, and which values to 
choose in case of conflict). It is also vital under the 
future-proofing criterion: we want to ensure 
preparedness for the long-term risks of more capable 
systems, that are ever more integrated into society, 
especially within cri�cal infrastructure. 

What we consider as societal impacts is also informed 
by the defini�on of "systemic risk" in the EU AI Act and 
the examples of systemic risk in the third (and 
penul�mate) dra� of the GPAI Codes of Prac�ce 
(European Commission, 2024). Companies developing 
GPAI models with systemic risk are obliged to have a 
risk mi�ga�on framework according to which they iden�fy, assess, and mi�gate such risks. The EU AI 
Act defines systemic risk as being specific to the currently most advanced capabili�es. As per the third 
dra� of the GPAI Codes of Prac�ce, GPAI model providers are required to include the following risks in 
their risk mi�ga�on framework: cyber-offence; chemical, biological, radiological and nuclear risks 
(CBRN); harmful manipula�on; and loss of control. Not all of these concerns are directly relevant to 
AIOLIA. Risks to public health, safety, or public security and risks to fundamental rights are part of the 
addi�onal list for considera�on. 

In our internal survey, we asked our partners about the most relevant principles for GPAI which resulted 
in the autonomy and non-manipula�on as top choice, accountability and responsibility as the second 
choice, and an equal number of votes for privacy, labour impacts, and societal well-being. 

The external survey had a different design: we asked for principles belonging to GPAI in rela�on to each 
case with GPAI, to inves�gate how these may apply according to the context. In all use cases with the 

Reflec�on by a survey respondent: 
 
"Due to the magnitude of poten�al impact 
General Purpose AI could have, it seems a 
priority to ensure it is used for the benefit 
of humanity, addressing societal well-
being, non-manipula�on and labour 
impacts first. The other values seem 
important, but of lower immediate 
impact." 
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excep�on of hate speech, there is an overlap of at least 2 of the 3 selected principles for ques�on 1) 
the use case regardless of the research area, and ques�on 2) the use case in the context of using GPAI. 
When it came to the hate speech use case, the single overarching principle chosen was non-bias, 
fairness and non-discrimina�on, while the other chosen values in the context of GPAI were autonomy 
and oversight, and societal well-being—priori�sed over free speech and transparency. 

The aggregate selec�ons revealed highest preference for oversight for the professional sphere, and 
highest preference for non-manipula�on in the personal sphere. These were followed by equal 
number of votes for privacy, bias, and non-maleficence. Labour impacts and societal well-being came 
in a�er these. 

For our final selec�on, we decided to separate the principles between the professional and private 
sphere, selec�ng two for each. We respected the high scores leaning towards respect for autonomy, 
namely oversight and non-manipula�on, and included them as the top principle in each respec�ve 
sphere. These principles are not only important in aggregate, but they are amongst the top 3 voted 
values for each GPAI-specific ques�on per use case. Furthermore, for the professional sphere, oversight 
can be linked to principles that were chosen to be opera�onalised in their respec�ve use cases – 
namely: over-reliance and deskilling for the safety engineering use case (use case 2) and accountability 
and responsibility for the hate speech detec�on use case (use case 4).  

As for the second principle, we gave precedence to labour impacts for the professional sphere and 
societal well-being for the personal sphere, since they dis�nc�vely address the wide reach and 
advanced capabili�es of general-purpose AI, that are unmatched by the other research areas. The 
inclusion of labour impacts ensures that our comprehensiveness criteria is respected, since they are 
not selected elsewhere, and it ensures focus on impact on professional behaviour, touching on paterns 
of resistance, realignment, and resigna�on among workers. Labour impacts also include the risks of de-
skilling and over-reliance. 

In the considera�on of societal well-being, opera�onal feasibility plays a significant role, with the 
concept of systemic risk being central for the Codes of Prac�ce for GPAI models. It is worth no�ng that 
the Codes of Prac�ce reflect a �ght link between the chosen principle of non-manipula�on with 
societal well-being: loss of control and harmful manipula�on are selected types of systemic risk. At the 
same �me, companies deploying GPAI models are similarly working on red-teaming, transparency 
repor�ng, audi�ng and model evalua�on, amongst their exis�ng efforts at promo�ng AI safety. Legal 
relevance is another key selec�on criterion for societal well-being in that ensuring society benefits from 
GPAI requires regula�on and norms, as pointed out by a few respondents: " op�mising individual goals 
of a user within the societal regulatory framework."; "It is necessary to establish social norms to 
prevent the use of AI from amplifying social conflict or reinforcing the polariza�on of resources". At the 
same �me, due to the increasing concern over the environmental impacts of GPAI, notably the energy 
and water demands surrounding the training runs of large models, we also shortlisted this principle to 
be considered as an overarching principle across both private and professional spheres. These are 
mainly concerns around ac�ons taken by companies developing large language and other genera�ve 
AI models but at the same token, it can also be an ethical choice made by partners in AIOLIA when 
choosing whether or not to use such models or to rely on smaller models that serves a similar purpose. 

The final selec�on of GPAI is as follows: 

• Professional sphere: 
o Oversight and autonomy 
o Labour impacts 
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• Personal sphere: 
o Non-manipula�on and autonomy 
o Societal well-being 

• Cross-cu�ng: 
o Environmental sustainability 

Emo�onal AI 
AI research area Sphere of influence Use cases Selected ethical principles 
Emo�onal AI Change in human 

cogni�on and 
private behaviour 
 

5: AI systems as 
personal and family 
virtual assistants 
6: Deepfake AI-based 
psychotherapy for 
processing trauma 
and grief 

1. Human dignity; 
2. Non-manipula�on 

and autonomy; 
3. Reliability and 

accuracy 
 

 

Emo�onal AI is a research area in both European use cases in the personal sphere of influence: AI 
systems as personal and family virtual assistants; and deepfake AI-based psychotherapy for processing 
trauma and grief. Both these use cases also include GPAI. In our ini�al selec�on, we kept the principles 
different from these for GPAI, to take advantage of the opportunity to opera�onalise a more 
comprehensive set of values.  

Our ini�al shortlist consisted of the principles of human dignity, non-manipula�on, and reliability and 
accuracy. 

 

Human dignity is closely linked to the use of 
emo�onal data: there is a concern that using 
emo�on recogni�on leads to the objec�fica�on of 
experiences (Gremsl & Hödl, 2022), which are 
inherently subjec�ve. The IEEE Standard on 
emulated empathy (IEEE Std 7014-2024) points out 
that the first-person declara�on of state must always 
take precedence over the emulated state. The use of 
emo�onal data for emo�on recogni�on is prohibited under the AI Act in the context of the workplace 
and educa�on. More generally, prohibi�ons in the Act have been jus�fied on several grounds, with 
respect for human dignity being cited as a key considera�on (Commission Guidelines, 2025). Apart 
from these extreme effects, the feeling of being surveyed can lead to chilling effects and gradual, yet 
pervasive changes in behaviour (Gremsl & Hödl, 2022). 

Non-manipula�on is the second principle in our ini�al selec�on. Lack of emo�onal privacy can create 
condi�ons that increases the risk of manipula�on and exploita�on of emo�onal states, especially in 
vulnerable individuals. Manipula�on can be for poli�cal, economic, and marke�ng purposes (Ghotbi, 
2023). The risk is not unique to emo�onal AI, but it is categorically different: influencing through an 
affec�ve state could be more powerful, pervasive or subliminal, compared to influencing via reason. 

Manipula�on, especially as a form of decep�on, is not considered universally unethical, e.g. some 
forms of decep�on are acceptable in a social context, which makes opera�onalisa�on challenging 

Reflec�on by a survey respondent: 
 
"Dignity is paramount in psychological well-
being. I see no connec�on with all other 
principles as long as the dignity of the user is 
preserved and respected." 
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(Bakir et al., 2024). The combina�on of emo�onal AI with GPAI in the use cases, given that current GPAI 
models have been documented to exhibit decep�on capabili�es, makes the concern for harmful 
manipula�on increasingly more relevant (Park et. Al., 2025). Moreover, the principle is chosen because 
non-manipula�on has received significant legal aten�on. The AI Act prohibits the use of AI for 
manipula�on or decep�on, if it leads to significant harm (Art. 5.1.a AI Act), and harmful manipula�on 
is one of the selected systemic risks in the third dra� of the GPAI Codes of Prac�ce (see Measure 11.3.1 
and Appendix 1.1). 

Reliability and accuracy is an important concern with respect to emo�onal AI due to the state of the 
theore�cal founda�ons of emo�on: there is no consensus on the conceptual model to explain what 
emo�ons are (Stark & Hoey, 2021; Mohammad, 2022). Most affec�ve compu�ng solu�ons which 
involve tracking bio-signals are grounded in Basic 
Emo�on theory (Ekman, 2000) which, some argue, does 
not lend sufficient scien�fic evidence describing 
emo�ons as causal or constructed phenomena (Barret, 
2017; Stark & Hoey, 2021). Using inferred states to 
predict behaviour can thus be dangerous. Moreover, 
emo�ons are irreducible to data and require social 
context, which are fundamental barriers to accurately 
represen�ng emo�on (Stark & Hoey, 2021). Due to these reasons, the reliability of emo�onal AI should 
be considered categorically different from other deployment contexts (IEEE Std 7014-2024).  

As for the selec�on elements, we draw aten�on to the challenges for procedural soundness of 
reliability and non-manipula�on, such as the lack of clarity in methods for determining acceptable risk 
levels. These challenges are non-trivial but at the same �me, they have to be weighed against the other 
methodological elements: both reliability and non-manipula�on are scien�fically and ethically sound, 
they are of high legal relevance, and, importantly, they score highly on the relevance for human 
cogni�on and behaviour. 

Both surveys coincide in the top 2 principles being human dignity and non-manipula�on. With respect 
to dignity, a respondent shares that "dignity is paramount in psychological well-being. I see no 
connec�on with all other principles as long as the dignity of the user is preserved and respected.". With 
regard to non-manipula�on, a respondent feels that "manipula�on seems to be the biggest concern 
here. We are afraid the primary interest into the use would be for mass manipula�on. " 

On the contrary, the surveys surface privacy rather than reliability as the third concern. While privacy 
is admitedly a significant considera�on in the context of processing sensi�ve data, we find that it is 
par�ally covered by the principle of dignity, under which we discuss surveillance. More importantly, we 
find that the high level of conten�on about the reliability of the capabili�es to infer emo�ve states, 
especially with the objec�ve to understand and steer behaviour, makes the principle of accuracy very 
dis�nc�ve for this research area. This concern has been raised by a few respondents in the op�onal 
free-text boxes for giving jus�fica�on: "emo�ons are not always readable by tech"; "There is a 
possibility that errors may occur in the analysis of human emo�onal states due to the applica�on of 
overly schema�c emo�onal understanding paterns". 

Further, since the opera�onalisa�on of the principles belonging to the research areas are not meant to 
be technical in nature, it will be of value to unravel the problem from the perspec�ve of applied ethics. 
The methodological element of comprehensiveness also features here. As privacy is a selected value 
under the image recogni�on research area, it is prudent to ensure a fair representa�on of values across 

Reflec�on by a survey respondent: 
  
"There is a possibility that errors may 
occur in the analysis of human emo�onal 
states due to the applica�on of overly 
schema�c emo�onal understanding 
paterns". 
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the different research areas. Mo�vated by the reasons given above, we therefore select reliability and 
accuracy as our third principle for emo�onal AI, and the final selec�on is as follows: 

1. Human dignity 
2. Non-manipula�on 
3. Reliability and accuracy 

AI decision-support systems 
AI research area Sphere of influence Use cases Selected ethical principles 
Decision-support Change in human 

exper�se and 
professional 
behaviour 

1: Medical doctors 
(radiologists, surgeons) 
using AI in diagnos�cs 
and treatment 
2: Safety engineers using 
AI tools to speed up 
so�ware release 
approvals 
3: Recruiters using AI 
tools in hiring processes 
4: Security professionals 
using AI tools to detect 
hate speech 
 

1. Explainability and 
transparency 

2. Over-reliance and 
de-skilling 

3. Non-bias, fairness 
and non-
discrimina�on 
 

 

AI decision-support is a research area in all European use cases within the professional sphere. In this 
context, the ini�al selec�on of ethical principles by CEPS focused on transparency and explainability, 
and over-reliance and de-skilling. 

Explainability is crucial in this context, since an effec�ve mutual decision-making is grounded in 
understanding how a given output or recommenda�on was generated, hence impac�ng jus�fiability 
and trust. The inability to understand reasons behind a recommenda�on could lead to dismissal, or an 
uncri�cal adop�on of the output or recommenda�on, thus leading to the ques�on as to the added 
value of the system. Explana�ons are also necessary to ensure compliance with relevant laws, for risk 
management, and for model valida�on, amongst others (Gutmann & Ge, 2024). 

Related to the problem of interpretable AI outputs is the problem of over-reliance. Humans are known 
to have automa�on bias—the inclina�on to trust a machine more than a human, since it is perceived 
as being more logical, accurate, objec�ve or otherwise error-free. Due to known limita�ons of AI, 
humans must remain vigilant and cri�cal of the AI-
proposed decisions, to avoid harms and to ensure 
accountability. De-skilling is a possible outcome of 
over-reliance: over-trus�ng the system can lead to skill 
atri�on and may disengage the professional, over 
�me, from cri�cally exercising their judgement and 
exper�se. The principle also scores highly on the 
selec�on element of impact on professional behaviour. 

The internal survey highlighted explainability and 
transparency as top 1 principle (14 responses), 

Reflec�ons from the survey in rela�on to 
over-reliance: 
 
"automa�on complacency and lack of 
human re-checks are the most problema�c 
here" 
"linked to the possible changes in 
professional skills and behaviors, which 
hugely relevant to the project aims" 
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followed by over-reliance as top 2 (12 responses). Robustness (9); accountability (8) and bias (8) 
scored very closely. 

With regard to over-reliance, notable comments by respondents include that "automa�on 
complacency and lack of human re-checks are the most problema�c here", and that over-reliance is 
"linked to the possible changes in professional skills and behaviours, which hugely relevant to the 
project aims". 

The external survey results surfaced bias and robustness, safety and reliability as more important than 
over-reliance and de-skilling and transparency and explainability. In our final selec�on, we have 
included over-reliance and de-skilling; and transparency and explainability, where our ini�al selec�on 
and the survey results converge. We priori�se non-bias, fairness, and non-discrimina�on over 
robustness as the third selected principle, recognising that bias is one of the most highlighted concerns 
in the literature when it comes to decision-support systems. Notably, bias has received much 
opera�onal aten�on, yet con�nues to remain a persistent problem due to the presence of societal 
bias. This means that its opera�onalisa�on needs to meaningfully ar�culate what the pursuit of fairness 
means in contextually informed fields. Opera�onalising protec�on against AI bias is thus less about its 
eradica�on but more about management and minimisa�on and a jus�fica�on of the social policy 
choice that is made to pursue a par�cular vision of fairness. As a respondent reflects, " since simple 
technical accuracy alone cannot guarantee socially just decision-making, efforts are needed to 
minimize bias". 

The selec�on of principles for AI decision-support is: 

1. Transparency and explainability 
2. Over-reliance and de-skilling 
3. Non-bias, fairness and non-discrimina�on 

Image recogni�on 
AI research area Sphere of influence Use cases Selected ethical principles 
Image recogni�on Change in human 

exper�se and 
professional 
behaviour 

1: Medical doctors 
(radiologists, 
surgeons) using AI in 
diagnos�cs and 
treatment 
 

1. Robustness, safety 
and reliability 

2. Transparency and 
explainability 

3. Privacy and data 
protec�on 

 

Image recogni�on belongs to a single European use case—medical doctors (radiologists, surgeons) 
using AI tools in diagnos�cs and treatment. We have therefore limited the scope of ethical 
considera�ons for image recogni�on to applica�ons in the domain of healthcare. 

We have ini�ally iden�fied robustness, reliability and safety; bias, fairness, non-discrimina�on; and 
privacy and data protec�on as the values to focus on. Robustness, safety, and reliability are important 
from the point of view of bioethics, specifically the principles of non-maleficence and subsidiarity. To 
jus�fy the use of AI in the analysis of medical images, the technology must be reliable, and, if not 
superior, at least on par with human judgement. Similarly, the problem of bias shares a strong linkage 
to principles from bioethics, namely non-maleficence and jus�ce, since biased AI systems can lead to 
harmful and discriminatory outcomes for pa�ents. The third principle, privacy, concerns pa�ent privacy 
and pa�ent consent for the use of their data. 
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The internal survey resulted in many values having a close number of votes. The second, external survey 
was more informa�ve: it surfaced robustness, reliability and safety as top 1 (24 responses), and had 
transparency and explainability and non-bias, fairness and non-discrimina�on as second most 
relevant (19 responses each). 

 

The results surface the salience of 
transparency and explainability 
and we adjust our selec�on to 
reflect this. Transparency and 
explainability also score highly on 
the methodological element of 
relevance for professional 
exper�se: medical professionals 
must be able to understand the 
systems in order to effec�vely use 

them to benefit the pa�ents, as well as to assess the benefits of using them. As to the other chosen 
principles, we keep robustness, reliability and safety and privacy, as in our ini�al selec�on. The reason 
to favour privacy over bias, which was in the top 3 principles from the survey, is due to two reasons. 
First, for coverage purposes, non-bias and fairness are selected for AI decision-support systems while 
privacy has not been selected in any other research area. Selec�on of this value will ensure that no 
values are le� out. Secondly, in rela�on to medical imaging, these consist of health data which are 
considered as sensi�ve data. The later is subjected to more stringent requirements of data protec�on 
(Art. 9 GDPR). Moreover, the value of privacy that is coupled together with data protec�on is also 
per�nent in that each piece of individual health data can contribute towards health research for the 
benefit of society. Using data for this purpose needs to balance individual privacy (including pa�ent 
dignity) and societal and public health benefits (Nass et al., 2009). 

The selec�on of principles for image recogni�on is: 

1. Robustness, safety and reliability; 
2. Transparency and explainability; 
3. Privacy and data protec�on 

d. Interna�onal partners' selec�on of use cases and ethical 
principles and values 

 

Introduction 
Interna�onal partners in AIOLIA were tasked to select the use cases in which AI would impact human 
cogni�on and behaviour, as well as the relevant ethical principles applicable therein to the use cases. 
Below are a list of use cases and ethical principles and values selected. The content in rela�on to the 
use case is taken from the selec�on list in the report for D2.1 and have only been adjusted for 
gramma�cal, stylis�c or clarificatory purposes. Similarly, the numbering of the use cases follows the 
order of AIOLIA D2.1. Table summaries are provided for the selected ethical principles and values for 
use cases and research areas respec�vely are provided below, followed by an elabora�on of the 
methodology and values. 

Reflec�on by a survey respondent: 
 
“For general Computer Vision applica�ons, consent, privacy 
and data protec�on and Robustness seem as prac�cal things to 
address, while Transparency, do no harm and bias need not 
apply for every use case. Priori�es would change if we were to 
discuss Computer Vision applica�ons for iden�fying, tracking 
and classifying people.” 
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Methodology and method for selection of ethical principles and values 
While interna�onal partners are tasked to select the use cases and associated ethical principles and 
values themselves, the partners similarly followed a methodology in iden�fying the most relevant 
ethical principles that pertains to each use case. Partners carried out a horizon scanning in rela�on to 
the possible applicability of relevant domes�c legisla�on, so� law or interna�onal guidelines on AI 
ethics (e.g. UNESCO Recommenda�ons on the Ethics of AI) on their specific use case, alongside various 
levels of consulta�ons undertaken with partners or relevant stakeholders, such as industry actors. 
Where the key documents referred to are not in English, translated versions have been provided by the 
partner to AIOLIA. Detailed methodological steps are elaborated under each use case. 

Selection of ethical principles and values for international use cases 
Table 3. Selection of ethical principles for the international partners' use cases 

#  AI research  Sphere of 
influence 

Use cases  Ethical principles selected by 
interna�onal partner 

7  Emo�onal AI  

Image 
recogni�on  

Video analysis  

Change in 
human 
exper�se and 
professional 
behaviour  

Workplaces 
equipped with AI 
tools for 
behavioral 
analysis  

1. Propor�onality 
2. Fairness and non-

discrimina�on 
3. Transparency and 

explainability 

8  GPAI  

Emo�onal AI  

Image 
recogni�on  

Decision-
support 
systems  

Change in 
human 
cogni�on and 
private 
behaviour  

AI systems for 
smart elderly care 
in Wuxi city 

  

  

1. Privacy and data security 
2. Emo�onal dependency and 

risk of decep�on 
3. Algorithmic bias 
4. Accountability 

9  

GPAI  

Emo�onal AI  

AI systems as 
‘personal 
companions’ to 
assist senior 
ci�zens  

  
1. Preven�on of psychological 

manipula�on 
2. Diminished autonomy 
3. Accountability (and the 

requirement of 
explainability) 

10  AI systems as 
grief-allevia�ng 
personal 
assistants 
(grie�ots, 
chatbots designed 
to imitate a 
deceased loved 
one)  

1. Dignity of the deceased 
2. Pa�ent well-being (i.e. 

protec�ng the long-term 
interests of grievers) 

3. Mul�culturalism 
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Selection of ethical principles for AI research areas for international partners 
The selec�on of the ethical principles for AI research areas for interna�onal partners are the same for 
those selected for European partners. This uniformity is inten�onal as these principles relate to 
research areas – GPAI, image recogni�on, AI decision support systems and emo�onal AI, which are 
common for both interna�onal and European partners, even as use cases differ. These principles will 
form the basis of the crea�on of non-technical, context informed guidelines in the next phase of the 
project. Even though the interna�onal partners were not ini�ally envisioned as being directly involved 
as part of the crea�on of the non-technical guidelines, we believe that the inclusion of interna�onal 
partners brings an important compara�ve element, notably in seeing whether there are region or 
culture specific considera�ons that can inform and enrich the non-technical guidelines.  

Table 4. Selection of ethical principles for the AI research areas in the international partners’ use cases 

AI research 
area  

Sphere of 
influence  

Use cases  Selected ethical principles  

General 
purpose AI 
(GPAI) 

Change in human 
cogni�on and 
private behaviour  

  

8. AI systems for smart 
elderly care in Wuxi city 

9. AI systems as ‘personal 
companions’ to assist 
senior ci�zens  

10. AI systems as grief-
allevia�ng personal 
assistants (grie�ots, 
chatbots designed to 
imitate a deceased loved 
one)  

1. Non-manipula�on 
and autonomy  

2. Societal well-being  
and environmental 
sustainability 

Emo�onal 
AI  

 

Change in human 
exper�se and 
professional 
behaviour  

7. Workplaces equipped with 
AI tools for behavioral analysis  
 

1. Fairness and non-
discrimina�on 

2. Transparency and 
explainability 

Change in human 
cogni�on and 
private behaviour 

 

8. AI systems for smart elderly 
care in Wuxi city 
9. AI systems as ‘personal 
companions’ to assist senior 
ci�zens  
10. AI systems as grief-
allevia�ng personal assistants 
(grie�ots, chatbots designed 
to imitate a deceased loved 
one) 
 

1. Human dignity 
2. Non-manipula�on 

and autonomy 
3. Reliability and 

accuracy 
 

Decision-
support  

Change in human 
exper�se and 
professional 
behaviour  

8.  AI systems for smart elderly 
care in Wuxi city 
9. AI systems as ‘personal 
companions’ to assist senior 
ci�zens    

1. Over-reliance and 
de-skilling; 

2. Explainability and 
transparency 
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3. Non-bias, fairness 
and non-
discrimina�on 

Image 
recogni�on 
(video 
analysis) 

Change in human 
exper�se and 
professional 
behaviour  

7. Workplaces equipped with 
AI tools for behavioral 
analysis 

8. AI systems for smart 
elderly care in Wuxi 

1. Robustness, safety 
and reliability 

2. Transparency and 
explainability 

3. Privacy and data 
protec�on 

 

 

Use case 7: Workplaces equipped with AI tools for behavioural analysis   

The University of Osaka will be analyzing ethical and social aspects of workplace-video–analysis 
systems. These systems couple fixed cameras and wearable sensors with machine-learning pipelines 
trained on annotated footage of real produc�on lines. The core computer-vision model classifies each 
frame into fine-grained task steps, detects anomalies (e.g., slips, tool misuse), and recognises safety 
infringements such as workers entering exclusion zones or failing to wear helmets. Down-stream 
modules transform these detec�ons into several applica�on �ers: 

∉ Produc�vity op�misa�on: footage is segmented into elemental tasks so that differences 
between novice and expert technique can be visualised; one company reported cycle-�me 
reduc�ons of up to 99 % a�er redistribu�ng best prac�ces. 

∉ Automated repor�ng: An AI system that converts daily camera streams into structured work 
reports, elimina�ng manual logs. 

∉ Real-�me safety: vision models trigger alarms for missing Personal Protec�on Equipment or 
boundary viola�ons and can combine with facial recogni�on to iden�fy the individual at risk. 

∉ Well-being analy�cs: by fusing facial cues and heart-rate telemetry, an “emo�on engine” flags 
stress or fa�gue episodes that may degrade quality of work. 

Methodology and selec�on of the most relevant ethical principles and values in rela�on to AI tools 
for behavioural use cases in workplaces: 

The methodology employed for selec�ng the ethical principles and values by University of Osaka 
involved iden�fica�on of these values through prior research conducted between members of the 
research team and the industrial partners including NEC and RICOH. This led to a project synthesizing 
recent literature on the ethics of workplace surveillance, as well as one on the ethics of emo�on 
recogni�on systems (emo�onal AI). A part of this research had involved a qualita�ve analysis of 
recommenda�ons within the academic literature for ethical principles to guide the use of emo�on 
recogni�on (Ka�rai, 2023). As the Osaka team will take up a spectrum of technologies related to 
behavioural analysis, including emo�on recogni�on, this prior research was used as a star�ng point, 
and then generalized to other technologies within the use case. The principles were then compared 
with those in the UNESCO Recommenda�ons on the Ethics of Ar�ficial Intelligence, to refine the 
selec�on and framing.  The UNESCO Recommenda�ons were used as the primary reference point in 
shortlis�ng the ethical principles and guidelines. Although domes�c legisla�on such as Japan’s Personal 
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Informa�on Protec�on Law were also analysed, the partner did not find any principles in the legisla�on 
which were useful or applicable.  

The ethical principles and values were chosen based on its importance, as highlighted in the literature 
on the research area, and through previous reviews and analyses. The mul�-year collabora�on 
(men�oned above) by the par�es also reinforced the fact that these values were key points of concern 
and relevance in the Japanese context. 

 The ethical principles and values chosen by The University of Osaka for this par�cular use case are: 

1. Propor�onality 
2. Fairness and non-discrimina�on 
3. Transparency and explanability 

The principles are elaborated below: 

• Propor�onality 

This principle consists of ensuring that there are sufficient merits when using AI for the purposes of 
behavioural analysis in the workplace in order to balance against the poten�al risks or disadvantages 
that it could pose, especially for workers. In ensuring the opera�onalisa�on of the principle of 
propor�onality, there needs to be an awareness of power imbalances which may lead to greater 
benefits for system implementers (employers) over data subjects (workers). Research has highlighted 
that there is a (commercially-mo�vated) tendency to focus on efficiency, cost-cu�ng, and higher profits 
(Crawford, 2021; Mantello et al., 2021), poten�ally sidelining the interests and well-being of workers. 
Propor�onality ensures that the aims and applica�ons for the technology are appropriate to the 
par�cular use case, considering a balancing of commercial, safety and worker interests and rights. 

• Fairness and non-discrimina�on 

One considera�on in this ethical principle is the necessity of avoiding “func�on creep” – where a system 
designed for one func�on is used to inform another func�on. At the same �me, one should avoid 
incidental findings in biometric work monitoring. This can be due to the fact that some of these AI 
systems are ‘trained on datasets which are unsuitable for deployment in occupa�onal se�ngs.’ 
(Awumey et al., 2024; 7). Another issue is possible misuse of sensi�ve personal data, through for 
example, gauging the emo�ons of workers, to their detriment. This principle also ensures that AI 
systems do not lead to disadvantages for par�cular groups of workers (e.g., minori�es, vulnerable 
popula�ons) and to prevent disadvantages or harms for workers who opt-out or may reject the systems 
(Stark et al., 2020; Awumey et al., 2024; Ka�rai, 2024). 

• Transparency and explainability 

This principle serves to ensure that data subjects (workers) are adequately informed about the AI 
system, its use, and its implica�ons. This is especially the case when there is a stark power imbalance 
between the employer and employee, making it more per�nent for the employee to know how AI tools 
are being used in the workplace as ”harms are exacerbated by worker uncertainty about how these 
systems hold them accountable for certain behaviours” (Awumey et al., 2024; 7). A more 
contextualised explana�on in foregrounding transparency and explainability is also relevant in this case 
– notably due to the strong social value placed on social trust in the Japanese context (McStay, 2021). 
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Use case 8: AI systems for smart elderly care in Wuxi city  
AIOLIA’s partner from China, CASTED, selected the use case on the use of AI for smart elderly care. The 
Da Tou A Liang (大头阿亮) is an elderly care robot, developed by Jiangsu Aiyu Wencheng Elderly Care 
Robot Co., Ltd. The industrial partners for this project are: Hongdou Group, iFlyTek, DeepSeek, Wuhan 
University, Shanghai Jiao Tong University, Wuxi Municipal Government, Wuxi Huishan Nursing Home, 
Aging Care Alliance.   
The elderly care robot is an AI-powered companion designed to enhance the quality of life for seniors, 
par�cularly those living alone. Launched in 2025, this robot integrates ar�ficial intelligence (AI), 
Internet of Things (IoT), big data analy�cs, and sensor technologies to provide comprehensive support 
in health monitoring, emo�onal companionship, and daily assistance. 
The key features of this AI system include: 

− Health Monitoring: Equipped with sensors to track vital signs (heart rate, blood pressure, blood 
glucose) and detect emergencies, including falls (triggering alerts within 3 seconds). 

− Emo�onal Interac�on: Uses natural language processing (NLP) and dual AI engines (iFlyTek and 
DeepSeek) to engage in conversa�ons, play music, and adapt responses based on emo�onal 
cues (e.g., detec�ng loneliness or distress). 

− Daily Assistance: Reminds users to take medica�on, controls smart home devices (lights, 
appliances), and schedules ac�vi�es. 

− Remote Connec�vity: Allows family members to monitor seniors via video calls and receive 
real-�me health updates through a mobile app. 

− Autonomous Naviga�on: Uses computer vision and obstacle-avoidance algorithms to patrol 
homes and ensure safety. 

The robot operates within Wuxi's smart elderly care ecosystem, which includes cloud pla�orms, IoT-
enabled devices, and partnerships with local care ins�tu�ons. 

Methodology and selec�on of the most relevant ethical principles and values in rela�on to AI tools 
for smart elderly care: 

CASTED iden�fied the relevant ethical principles for this par�cular use case through field research and 
mul�-stakeholder discussions (e.g., developers, enterprises, elderly, and their families). A preliminary 
‘co-crea�on’ methodology involved governments, academia, enterprises, and care ins�tu�ons to 
embed ethical governance rules in technology development. Case studies were also conducted (e.g., 
Wuxi’s “Datoualiang大头阿亮” Robot) which surfaced ethical issues such as data security, privacy 
protec�on, and employment impacts on caregivers.  It was clarified that while no interna�onal ethical 
guidelines were named in the mee�ngs, the project generally aligns with EU ethical governance 
standards. The primary sources relied upon were domes�c sources, such as the Chinese Ministry of 
Civil Affairs’ elderly care policies, Na�onal Data Standardiza�on Commitee’s data security standards, 
Governance Principles for the New Genera�on Ar�ficial Intelligence Developing Responsible Ar�ficial 
Intelligence and the China AI Ethics and Security White Paper. For example, Wuxi’s emergency response 
services is under a legal obliga�on to comply with local disability federa�on regula�ons.   

The process of iden�fying the most relevant ethical principles and values also included the following 
stakeholders: 

i. Enterprise stakeholder: Jiangsu AIYU Wencheng Elderly Care Robot Co., Ltd., which served to 
highlight ethical conflicts in product design  
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ii. Academia: Renmin University, Guangxi University of Science and Technology, which examined 
theore�cal ethical frameworks 

iii. Public authori�es: Ministry of Civil Affairs, Wuxi Elderly Care Associa�on, to examine policy-
prac�ce alignment 

In turn, the selec�on criteria employed to iden�fy the most relevant ethical principles and values 
included the following: 

i. Prac�cal challenges: Data safety due to the fact that the robots are considered as home-use 
products, and poten�al caregiver unemployment risks, since these are also ins�tu�onal 
products 

ii. Policy demands: the Na�onal Data Standardiza�on Commitee’s requirements for industry 
standards were examined, alongside the Ministry of Civil Affairs’ push for tech-supported 
elderly care 

iii. Global Influence: How the considera�on of this use case and the selec�on of the relevant 
principles can showcase China’s contribu�on to the global ethical discourse and governance 
frameworks 
 

As a result, the ethical principles and values chosen for this par�cular use case are: 

1. Privacy and data security 
2. Emo�onal dependency and risk of decep�on 
3. Algorithmic Bias 
4. Accountability 

Each of these are elaborated below: 

• Privacy and data security 

This principle is per�nent as users of the elderly care robot will likely be monitored con�nuously as 
part of fully u�lising the func�onali�es of the robot. These include tracking users for vital signs and 
tracking facial expressions during interac�ons. Further, the tracking will include ambient surrounding 
elements such as home appliances and obstacle detec�on in the home but also enabling remote 
tracking through access by family members who wish to receive updates from the robot. These 
con�nuous forms of tracking can inhibit the user from expressing or undertaking certain ac�vi�es, thus 
limi�ng the user’s autonomy, but also pose increased risk to possible data leaks, including through 
hacking and misuse of user data. CASTED has proposed to address this risk through encryp�on, 
anonymisa�on and user consent in order to ensure that the design of such elderly care robots is done 
in an ethical way.  

• Emo�onal dependency and risk of decep�on 

The ethical principle chosen here relates to the possible risk of users forming an unhealthy emo�onal 
connec�on to the elderly care robot, including through perceiving the robot as a human-like 
companion. The later can lead to possible over-reliance on the advice or recommenda�ons provided 
by the robot but also possible risks of decep�on, when the user is emo�onally manipulated to or 
manipulated to take certain ac�ons.  

To this, CASTED has iden�fied that se�ng proper boundaries for AI-driven interac�ons with the users 
are key in order to avoid undermining human rela�onships. This is based on the assump�on that 
human rela�onships are s�ll important for its own sake. This may include dis�nguishing human 
rela�onships and interac�ons with robots, the later which arguably undertakes (only) a func�onal role 
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of assis�ng the user. However, the boundaries between human and robot interac�ons are blurring, 
such as through fulfilling a user’s emo�onal needs, and insis�ng merely on an ontological dis�nc�on 
may not be enough when engaging with this ethical ques�on.  

CASTED has iden�fied that the priority for the co-crea�on phase of the project will be on ques�ons of 
privacy and emo�onal dependency, as these ethical concerns will directly impact user trust towards 
the robot and user safety. 

• Algorithmic bias 

CASTED iden�fied that there is a risk that the health recommenda�ons provided by the algorithm may 
end up favouring certain demographic groups, whether advertently or inadvertently, due to biased 
training data. As men�oned in sec�on 3.a, bias arising from lack of representa�on within the training 
data is a key concern. However, it is not the only concern in rela�on to algorithmic bias. Bias can also 
arise from proxy data, where a given datapoint indirectly relates to a legally protected characteris�c. 
New forms of bias may also arise that do not relate to characteris�cs subjected to legal protec�on as 
AI is able to discern new characteris�cs or behaviours that end up unjustly favouring or disfavouring 
certain groups. CASTED has iden�fied the necessity of audi�ng datasets in order to ensure inclusivity 
within AI model training data. In addi�on, an itera�ve audit may also be necessary to pick up on any 
algorithmic bias shown by the system a�er it has been deployed.  

• Accountability 

The fourth value iden�fied by CASTED is that of accountability. This is where ambiguity arises as to who 
is responsible and therein liable, when errors occur, such as when the user is harmed as a result of the 
AI system missing a fall alert. While ques�ons surrounding liability may be addressed through current 
or upcoming domes�c legisla�on, the issue of moral responsibility is a separate though concurrent 
concern that relate to accountability. To this end, CASTED has iden�fied that an important focus is to 
clarify the role of developers, caregivers and ins�tu�ons from the very beginning.  

Use case 9: AI systems as personal companions assis�ng senior ci�zens   
STEPI, our academic partner from South Korea, will be partnering with Naver and KIST to examine the 
design and development of AI systems that can act as personal companions to assist senior ci�zens. 
Senior care chatbots are mul�modal companion robots aimed at home-based care for senior ci�zens. 
The pla�orm delivers entertainment, companionship and ambient monitoring, while simultaneously 
collec�ng con�nuous streams of biometric, behavioural and emo�onal data. Each device couples 
far-field microphones and RGB-D cameras with an on-board AI stack. This enables the following 
capaci�es: 

1. Conversa�onal intelligence: cloud speech-to-text / text-to-speech, intent recogni�on that 
draws on an ontology of daily-living concepts, and a long-term memory layer that stores user  
data so the agent can maintain context over weeks or months. 

2. Affec�ve sensing: LLM APIs are used to classify sen�ment in spoken uterances, while face- and 
pose-recogni�on modules cross-check visual cues for stress, fa�gue or immobility. 

3. Context-aware dialogue and scheduling: the robot blends object recogni�on with knowledge 
of the user’s calendar to suggest taking medica�on, physiotherapy or leisure ac�vi�es in the 
user’s own dialect and preferred speech style. 
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4. Autonomous mobility and safety: in the Dasom and Mybom versions of senior care chatbots, 
a mobile base patrols the home, issues emergency calls if falls are detected, and can locate 
household items on request. 

There are a few similari�es between this use case and use case selected by CASTED on the elderly care 
robot Da Tou A Liang (大头阿亮). Both partners can thus compare and contrast the ethical principles 
in ques�on in order to unpack the poten�al but also complexi�es of such technologies. 

Methodology and selec�on of the most relevant ethical principles and values in rela�on to AI 
systems as personal companions assis�ng senior ci�zens 

STEPI conducted both a literature review and interviews with key stakeholders in selec�ng the most 
relevant ethical principles and values pertaining to this use case. The literature review focused on three 
types of data, namely:  

1. The ‘Ethics Self-Check List’ for AI engineers provided by the Korean Government (and which 
was based on the research of KISDI), the Robot Ethics Guideline by KIRIA and finally, referring 
to academic papers on ethical issues of chatbots (covering papers published domes�cally & in 
interna�onal journals). Where relevant, the EU AI Act and the UNESCO Recommenda�ons on 
the Ethics of AI were also referenced. 

2. Reports by local governments on projects related senior care chatbots in Korea  
3. News media ar�cles related to senior care chatbots that were reported in Korean media  

In turn, interviews were also conducted to explore the selec�on of the most relevant ethical principles 
and values. These interviews included different actors, namely, chatbots developers, AI developers, 
service providers and bodies which dra�ed the ethics guidelines. The list is as follows: 

1. Chatbot developers: Hyodol, ROAIGEN(KIST), ETRI, Korea University, Dong-A University  
2. AI developers: Electronics and Telecommunica�on Research Ins�tute (ETRI), Portal301  
3. AI service provider: SK CareCall  
4. Dra�ers of AI ethics guidelines: Korea Informa�on Society Development Ins�tute (KISDI), Korea 

Ins�tute for Robot Industry Advancement (KIRIA)  

The interviewees were asked to share ethical issues related to the design, development and 
deployment of the technology and the technical measures technical measures to address the concerns 
raised. STEPI also raised ethical concerns as iden�fied through the literature review and invited the 
interviewees to reflect on these topics. Based on these steps, the ethical principles and values 
eventually chosen for this par�cular use case are: 

1. Preven�on of psychological manipula�on 
2. Diminished autonomy 
3. Accountability (and requirement of explainability) 

 

Each principle is elaborated below: 

• Preven�on of psychological manipula�on 

Similar to the European use case impac�ng private behaviour, the child and family AI companion, the 
ethical principle that is foregrounded relates to manipula�on. STEPI has also iden�fied an adjacent 
concern, namely emo�onal dependency, which can lead to manipula�on. Psychological manipula�on 



  
 

 

51 
AIOLIA | Deliverable 2.2 

concerns the risk of the personal companion, through persuasive language or its human-like speech 
and expression, poten�ally influencing, persuading or encouraging the user to undertake an ac�on 
against her will or to take ac�ons that may endanger her mental or physical well-being. The risk of 
psychological manipula�on can be heightened in this par�cular use case due to the affec�ve sensing 
capabili�es that is offered part of the personal companion. 

• Diminished autonomy 

The ethical principle of autonomy recognises the self-governance, ra�onality and decision-making 
capaci�es of individuals, as one who can give reasons and jus�fica�ons for ac�ons. Diminished 
autonomy, which STEPI highlighted as one of the key ethical concerns, pertain to the inability to freely 
exercise autonomy due to poten�ally widened incursion of the personal companion into the everyday 
life of the elderly person, impac�ng ra�onal decision-making skills and behaviours. While a scenario of 
complete freedom enabling the unrestrained exercise of autonomy is perhaps illusory, as individuals 
are variously influenced by society, culture and the environment, a more direct impact of autonomy 
through the use of the personal companion rightly raises a serious ethical concern. Increased trust and 
reliance towards this companion may displace or nega�vely impact an individual’s own ability to 
exercise judgement or take ac�ons.  

• Accountability (and requirement of explainability) 

The ethical principle of accountability, in this case, which STEPI �ed to explainability, is also a dominant 
concern in rela�on to personal companions. This is due to the fact that, unlike other technologically 
mediated social rela�onships, such as within social media, interac�ons with the personal companion 
does not have a human behind the screen. While responses and interac�ons are based on the 
underlying large language model, these models are usually inscrutable, including in rela�on to how it 
generates responses to the user. Furthermore, responses and interac�ons are not informed by moral 
norms or social norms of communica�on, unless these values are expressly included in the model 
design. These aspects, alongside the inclusion of affec�ve sensing capaci�es, foreground the need to 
opera�onalise the ethical principle of accountability, enabled through explainability of how the 
technology works and its impacts upon its users. 

Use case 10: Genera�ve Ghosts and the Grieving Process   
McGill University, together with industrial partners - Canadian Psychological Associa�on, Association 
des psychologues du Québec, Canadian Counselling and Psychotherapy Associa�on, will be examining 
the design and development of AI chatbots that assist in the grieving process.  

These grie�ots (some�mes also called deathbots, deadbots, thanabots, or genera�ve ghosts) are AI 
chatbots designed to simulate the personality and speech of a deceased loved one. They range from 
basic chatbots interac�ng with users through text-based interface to more advanced virtual avatars or 
robots aiming to mimic how a person looked, sounded, and moved.  

These chatbots are based on Large Language Models (LLMs). They are also likely to become widely 
available as it becomes easier to develop personalized chatbots through Retrieval-augmented 
genera�on (RAG) systems, which are rela�vely easy to deploy and cheap.  RAG systems allow 
conversa�onal AI to deliver more precise and contextually relevant responses by drawing on external 
informa�on sources in addi�on to a basic model’s internal knowledge. In other words, a user or a 
company could easily use a LLM to draw on the digital data of a recently deceased person – which can 
reflect a person’s speech patern, sense of humour, preferences, typical ac�vi�es, etc. – to create a 
chatbot supposed to behave like they would. These grie�ots challenge how we think about death and 



  
 

 

52 
AIOLIA | Deliverable 2.2 

how we should protect a person’s interests and rights over �me and can risk impac�ng the wellbeing 
of grievers and change how we conceptualize the grieving process.  

Methodology and selec�on of the most relevant ethical principles and values in rela�on to AI 
systems as grief-allevia�ng personal assistants: 

The relevant ethical principles were iden�fied on the basis of discussions between ethicists and legal 
theorists at both the University McGill (through the involvement of Prof. Jocelyn Maclure, Hugo 
Cossete-Lefebvre (Ph.D.), and Christophe Facal), and the University of Toronto (Prof. Karina Vold).  
Interna�onal documents that were considered as part of these discussions include:  UN Report on the 
Protec�on of the Dead; the EU Ar�ficial Intelligence Act; the Montréal Declara�on for Responsible AI 
Development; and the § 50-f addi�on to the New York Civil Rights Law en�tled ‘Right of Publicity’ which 
concerns an individual's inherent right to control the commercial use of one's personal characteris�cs 
(Brandon, 2021). In addi�on, domes�c instruments such as different federal and provincial legisla�on 
were considered to examine how the Canadian Federal Government and the different Canadian 
provinces approach grie�ots and their regula�on. The exercise served to examine and iden�fy urgent 
gaps that exist within Canadian legisla�on.  

At the federal level, the following documents were considered:   

i. Personal Informa�on Protec�on and Electronic Documents Act (PIPEDA) 
ii. Copyright Act 
iii. Criminal Code of Canada 

At the provincial level, the partner examined Ontario’s Succession Law Reform Act.  

While structured and formal consulta�ons have not yet begun with non-academic partners in �me for 
this Report, McGill will be consul�ng with the following non-academic partners to iden�fy the main 
ethical principles in play. These include, amongst others:   

i. MILA (Quebec Ar�fical Intelligence Ins�tute) 
ii. EmoScienS (private company developing emo�onal AI so�ware)   
iii. Canadian Psychological Associa�on 
iv. Association des Psychologues du Québec 
v. Canadian Counselling and Psychotherapy Associa�on  

The relevant ethical principles (see below) were chosen on the basis of a consensus between the main 
inves�gators of the project as they are considered the most urgent to address given the lack of exis�ng 
Canadian legisla�on and legal tools regula�ng these aspects of LLMs and chatbots. It would also be 
interes�ng to compare the ethical principles and its opera�onalisa�on for this use case with the 
European use case 6 which involves deepfake therapy. 

The ethical principles and values chosen for this par�cular use case are: 

1. Dignity of the deceased 
2. Pa�ent well-being 
3. Mul�culturalism 

These principles are elaborated in turn: 

• Dignity of the deceased 
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The first ethical principle chosen pertains to the ques�on of how one should engage with the dignity 
of those who are deceased. This includes considering the interests (imputed, implied or expressed) and 
rights of the deceased over their data and personal informa�on. While grie�ots can assist the living in 
the process of grieving, this should not come at the expense of those who did not wish for their data, 
image or voice to be used posthumously in this manner. Even if expressed wishes cannot be 
ascertained, this principle foregrounds the need to consider the dignity of deceased persons in general, 
as data can be misused, leaked or hacked, and the eventual grie�ot that is designed using LLM may 
output interac�ons that may be distressing or inappropriate.  

• Pa�ent well-being, namely centring around protec�on of the long-term interests of the 
grievers 

This ethical principle centres on whether pa�ent well-being is served through the design and use of 
the grie�ot(s) in ques�on. While the grieving process differs from person to person, this period is 
typically marked by increased vulnerability. This vulnerability can poten�ally be compounded and 
exploited by the grie�ot, whether in intended or unintended ways. Further, chatbots have in general 
been demonstrated to lead to emo�onal dependency and reliance. Risks of unhealthy emo�onal 
dependency can be heightened through the use of grie�ots as it relates to a loved one who has passed 
on. In opera�onalising the ethical principle of centring pa�ent well-being, McGill and its industrial 
partners will design and monitor the tes�ng process to guard against emo�onal abuse and unhealthy 
over-reliance on the bot.  

• Mul�culturalism  

The third ethical principle on mul�culturalism relates to the inclusion of the different cultures in Canada 
(including indigenous na�ons), specifically pertaining to how they approach and conceptualise 
grie�ots. It is per�nent to examine if cultural elements can inform the resistance or recep�on towards 
the use of such chatbots for grieving purposes.   

4. Coverage and limita�ons 
This report covered the selec�on of the most relevant ethical principles and values pertaining to use 
cases and AI research areas that impact upon human cogni�on and behaviour. As such, one key 
limita�on of the report is that while ethical principles and values might be relevant in rela�on to other 
reasons, such as for innova�on, progress and scien�fic advancement, the parameters informing the 
selec�on process is limited to the former, namely its impacts on human cogni�on and behaviour. This 
report also does not decisively take a cost-benefit approach in analysing the applicable ethical 
principles to use cases and research areas. While the introduc�on and opera�onalisa�on of ethical 
principles and values in AI use cases can mean more added costs for industrial actors, this is only one 
out of the six elements taken into considera�on while shortlis�ng the ethical principles. 

Finally, advancements in the development and deployment of AI may mean that weight and 
importance atached to certain values may change or decrease over �me. This is for example where 
industries or individuals may prefer to use AI due to its general reliability despite its lack of 
transparency. Hence, the value of reliability may come to replace the value of transparency (Danaher 
& Sætra, 2022). While such value evalua�on and eventual subs�tu�on is an interes�ng and evolving 
area of AI ethical research as the use of AI is increasingly dispersed in society, such an examina�on is 
beyond the scope of this report.  
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Finally, as already noted in different parts of this report, the ethical principles selected for the use cases 
relate to its poten�al for opera�onalisa�on, including through technical means. The principles selected 
for the research areas, on the other hand, li�s the ethical concerns raised in use cases and will inform 
the context enriched non-technical AI ethics guidelines for the research areas in the next phase of the 
project. In this way, the selected principles for research areas also reflect a longer temporal aspect, 
taking a longer-term perspec�ve in rela�on to the research area, but also accommoda�ng the aspect 
of scale – namely the societal-level impacts of the research area as these technologies get more 
diffused and deployed in the future. 

5. Conclusion 
This comprehensive report reasoned and jus�fied the selec�on of the most relevant ethical principles 
pertaining to the use cases selected by European partners, namely the use of AI in medicine, vehicle 
safety tes�ng, recruitment, law enforcement, AI as personal assistants and deepfaked therapy for grief 
and trauma. The report also presents the ethical principles of the use cases selected by interna�onal 
partners. The findings in this report, specifically, the selected ethical principles, will inform a co-crea�on 
process between academic and industrial partners in AIOLIA to opera�onalise these principles in 
prac�ce.  

The report also analysed the ethical principles for the research areas which are common across 
European and interna�onal use cases, namely in the areas of image recogni�on, AI decision-support 
systems, general purpose AI and emo�onal AI. The selected ethical principles for the research areas 
will subsequently inform a botom-up co-crea�on of context-enriched, non-technical AI ethics 
guidelines. This report contributes towards a beter understanding of the ethical AI landscape, aiding 
towards its opera�onalisa�on and eventual dispersion of this knowledge through trainings and 
workshops for various stakeholders.  
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6. Selec�on tables 
Table 1. Selec�on of ethical principles for the European partners’ use cases 

# Sphere of 
influence 

Use case AI research areas Selected ethical principles 

1 Change in 
human 
exper�se 
and 
professional 
behaviour 

Medical doctors (radiologists, 
surgeons) using AI tools in 
diagnos�cs and treatment 

Decision-support systems 1. Non-maleficence 
2. Accountability and responsibility 
3. Transparency and explainability 

Image recogni�on 

2 Safety engineers using AI tools to 
speed up so�ware release 
approvals 

Decision-support systems 1. Robustness, safety and reliability 
2. Oversight and autonomy 
3. Risk of over-reliance and deskilling 

General-purpose AI (GPAI) 

3 Recruiters using AI tools in hiring 
processes 

Decision-support systems 1. Non-bias, fairness and non-discrimina�on 
2. Transparency and explainability 
3. Over-reliance and de-skilling 

4 Security professionals using AI 
tools to detect hate speech 

Decision-support systems 1. Freedom of expression and non-censorship  
2. Non-bias, fairness and non-discrimina�on 
3. Accountability and responsibility 

General-purpose AI (GPAI) 

5 Change in 
human 
cogni�on 
and private 
behaviour 

AI systems as individual and family-
level virtual assistants 

Conversa�onal general-purpose 
AI (GPAI) 

1. Non-manipula�on and non-maleficence 
2. Privacy, consent and data protec�on 

Emo�onal AI 
6 Deepfake therapy for processing 

trauma and grief 
Mul�-modal general-purpose AI 
(GPAI) 

1. Non-maleficence 
2. Autonomy and non-manipula�on 
3. Risk of over-reliance Emo�onal AI 
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Table 2. Selec�on of ethical principles for AI research areas in the European partners’ use cases 
AI research area Sphere of influence Use cases Selected ethical principles 
General-purpose 
AI (GPAI) 
 

Change in human exper�se 
and professional behaviour 

2: Safety engineers using AI tools to speed 
up so�ware release approvals 
4: Security professionals using AI tools to 
detect hate speech 

1. Oversight and autonomy 
2. Labour impacts 

Change in human cogni�on 
and private behaviour 
 

5: AI systems as personal and family virtual 
assistants 
6: Deepfake AI-based psychotherapy for 
processing trauma and grief 

1. Non-manipula�on and autonomy 
2. Societal well-being and environmental 

sustainability 

Emo�onal AI Change in human cogni�on 
and private behaviour 
 

5: AI systems as personal and family virtual 
assistants 
6: Deepfake AI-based psychotherapy for 
processing trauma and grief 

1. Human dignity 
2. Non-manipula�on and autonomy 
3. Reliability and accuracy 

Decision-
support 

Change in human exper�se 
and professional behaviour 

1: Medical doctors (radiologists, surgeons) 
using AI in diagnos�cs and treatment 
2: Safety engineers using AI tools to speed 
up so�ware release approvals 
3: Recruiters using AI tools in hiring 
processes 
4: Security professionals using AI tools to 
detect hate speech 

1. Non-bias, fairness and non-discrimina�on 
2. Over-reliance and de-skilling 
3. Explainability and transparency 

Image 
recogni�on 

Change in human exper�se 
and professional behaviour 

1: Medical doctors (radiologists, surgeons) 
using AI in diagnos�cs and treatment 

1. Robustness, safety and reliability 
2. Transparency and explainability 
3. Privacy and data protec�on 

 

  



  
 

 

57 
AIOLIA | Deliverable 2.2 

Table 3. Selec�on of ethical principles for the interna�onal partners’ use cases 
#  AI research  Sphere of 

influence 
Use cases  Ethical principles selected by interna�onal partner 

7  Emo�onal AI Change in human 
exper�se and 
professional 
behaviour  

Workplaces equipped with AI tools for 
behavioral analysis  

1. Propor�onality 
2. Fairness and non-discrimina�on 
3. Transparency and explainability 

Image recogni�on  

Video analysis 

8  GPAI   

Change in human 
cogni�on and 
private behaviour  

AI systems for smart elderly care in Wuxi city 

  

  

1. Privacy and data security 
2. Emo�onal dependency and risk of 

decep�on 
3. Algorithmic bias 
4. Accountability 

Emo�onal AI 

Image recogni�on 

Decision-support 
systems 

9  GPAI 

AI systems as ‘personal companions’ to assist 
senior ci�zens  

  
1. Preven�on of psychological manipula�on 
2. Diminished autonomy 
3. Accountability (and the requirement of 

explainability) 

Emo�onal AI 

10  GPAI AI systems as grief-allevia�ng personal 
assistants (grie�ots, chatbots designed to 
imitate a deceased loved one)  

1. Dignity of the deceased 
2. Pa�ent well-being (i.e. protec�ng the long-

term interests of grievers) 
3. Mul�culturalism 

Emo�onal AI 
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Table 4. Selec�on of ethical principles for AI research areas in the interna�onal partners’ use cases 
AI research area  Sphere of influence  Use cases  Selected ethical principles  

General purpose 
AI (GPAI) 

Change in human 
cogni�on and private 
behaviour  

  

11. AI systems for smart elderly care in Wuxi city 
12. AI systems as ‘personal companions’ to assist 

senior ci�zens  
13. AI systems as grief-allevia�ng personal 

assistants (grie�ots, chatbots designed to 
imitate a deceased loved one)  

1. Non-manipula�on and autonomy  
2. Societal well-being  and 

environmental sustainability 

Emo�onal AI Change in human 
exper�se and 
professional behaviour  

7. Workplaces equipped with AI tools for 
behavioral analysis  
 

1. Fairness and non-discrimina�on 
2. Transparency and explainability 

Change in human 
cogni�on and private 
behaviour 

 

8. AI systems for smart elderly care in Wuxi city 
9. AI systems as ‘personal companions’ to assist 
senior ci�zens  
10. AI systems as grief-allevia�ng personal 
assistants (grie�ots, chatbots designed to imitate 
a deceased loved one) 

1. Human dignity 
2. Non-manipula�on and autonomy 
3. Reliability and accuracy 

 

Decision-support  Change in human 
exper�se and 
professional behaviour  

8.  AI systems for smart elderly care in Wuxi city 
9. AI systems as ‘personal companions’ to assist 
senior ci�zens    

1. Over-reliance and de-skilling 
2. Explainability and transparency 
3. Non-bias, fairness and non-

discrimina�on 

Image recogni�on 
(video analysis) 

Change in human 
exper�se and 
professional behaviour  

9. Workplaces equipped with AI tools for 
behavioral analysis 

10. AI systems for smart elderly care in Wuxi 

1. Robustness, safety and reliability 
2. Transparency and explainability 
3. Privacy and data protec�on 
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